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ABSTRACT

A STUDY ON SOME VERIFIABLE ELECTRONIC VOTING SCHEMES:
DYNAVOTE, END-2-END VERIFIABLE VOTING AND EFFICIENT
RECEIPT FREE VOTING

AL-GBURI, Omar
M.Sc., Department of Mathematics and Computer Science\ Information Technology
Program
Supervisor: Assist. Prof. Dr. A. Nurdan SARAN

January 2015, 53 pages

In the past decade the electronic voting has been developed of being a way
of counting the votes. The process of electronic voting or voting remotely (voting via
the Internet) has become one of the interesting research topics, has been built on the
provision of many of the regulations that have been implemented to a vote-mail or
remote voting. Remote voting systems are more vulnerable to attack by outsiders
than electronic voting systems in controlled environments. The remote voting
scheme should provide the accuracy and security of the system and also ease of use
and coercion (and other things will be mentioned later). In this study, a theoretical
study of the electronic vote is given and also countries that have used electronic
voting are listed, also barriers and requirements facing the process of designing the
electronic election systems have been provided. In addition, a brief background of
some encryption algorithms and systems which are used for the purpose of the design

Vi



of electronic voting systems are given. Some models of schemes (in terms of
cryptographic algorithms) have been designed for the purpose of electronic voting
are described and the success and failure of each of them are given. The three
electronic voting systems, have been described in details and analyzed in terms of
success and also shortcomings of these systems. In this study, these three schemes
have been chosen since the authors of these three schemes claim to satisfy different
aspects of electronic voting requirements . To satisfy one requirement, one may
compromise on other requirement. By this way, requirements of electronic voting

may be examined.

Keywords: E-voting, Anonymity, Mix-nets, Blind Signature, Homomorphic

Encryption, Voter Verifiability.
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0z

DOGRULANABILIR ELEKTRONIK OYLAMA YONTEMLERI UZERINE
BiR ARASTIMA: DYNAVOTE, iKi YONLU DOGRULANABILEN
OYLAMA VE VERIMLI ALINDI ONAYLI OYLAMA

AL-GBURI, Omar
Yuksek Lisans, Matematik-Bilgisayar Anabilim Dali\Bilgi Teknolojileri Bolimdi
Tez Yoneticisi: Yrd. Dog. Dr. A. Nurdan SARAN
Ocak 2015, 53 sayfa

Son on yilda elektronik oylama oy verme siirecinde kullanilan bir metot
olma yolunda gelisme saglamistir. Elektronik oylama ya da uzaktan oylama(internet
ile oylama) usulii ilging arastirma basliklarindan biri haline gelmis, posta yoluyla
oylama ya da uzaktan oylama i¢in uygulanmis olan diizenlemelerin cogunun temin
edilmesi lizerine insa edilmistir. Uzaktan oylama sistemleri disaridaki gruplarin
yabancilarin saldirisina ugramak acgisindan kontrollii ¢evrelerdeki elektronik oylama
sistemlerinden daha kirilgan bir yapiya sahiptir. Uzaktan oylama diizeninin sistemin
hatasiz bir sekilde isleyisini ve giivenligini saglamasi ve ayni zamanda kullanimin
ve baskiyt (ve ileriki bolimlerde bahsedilecek diger hususlari) kolaylastirip
rahatlatmas1 gerekmektedir. Bu tezde, elektronik oy ile ilgili teorik bir ¢alisma
verilmekte ve aymi zamanda -elektronik oylama sistemini kullanan ilkeler

siralanmakta olup, bilahare elektronik oylama sistemlerinin karsilagmakta oldugu
Vil



gereksinimler sartlar ve giivenlik konular1 da sunulmaktadir. Ilaveten, elektronik
oylama sisteminin amaci dogrultusunda kullanilan bazi sifreli algoritmalar ve
sistemlerin ge¢misleri de kisa bir sekilde anlatilmaktadir. Elektronik oylama amaci
ile tasarlanmis olan bazi proje modelleri (sifreleme algoritmalari agisindan) tarif
edilmekte ve her bir modelin basarili yonleri ya da ugradigi basarisizliklar
anlatilmaktadir. Ug elektronik oylama sistemi arasinda bir karsilastirma yapilmis
olup, burada bahis konusu algoritmalar detayl1 bir sekilde tarif edilmis ve sistemlerin
basaril1 ve basarisiz yonlerinin bir analizi yapilmistir. Bu ¢alismada, bu ii¢ elektronik
oylama sistemi se¢ilmistir ¢linkii bu ii¢ elektronik oylama sisteminin yazarlari,
yontemlerinin elektronik oylamanin saglamak zorunda oldugu farkli gereksinimleri
karsiladiklarini ifade etmislerdir. Gereksinimlerden birini karsilamak i¢in digerinden
o0din  vermek gerekebilir. Bu yolla, elektronik oylamanin gereksinimleri

irdelenilebilecektir.

Anahtar Sozcukler: E-oylama, Anonimlik, Karistirici-ag, Koér Imza, Homomorfik

Sifreleme, Segmen Izlemesi.
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CHAPTER 1

1. INTRODUCTION

In recent years there are a growing preference on a large scale to carry out the
election using of electronic media. Forms of this growing have been replaced by the
process of voter registration using the punch card and scanning systems to process
the use of direct electronic registration machines. At the same time popped increased
use of mechanical and electronic media. Mechanical was served in the voting process
has been used in the early 1980 with the invention of Herman Hollerith punch card
machinery that used in the census in the United States and then to process of
electronic voting [1]. Electronic voting (E-voting), it is a term that encompassing
several different types of voting, includes electronic means of casting a votes and
electronic means of counting votes. The area of electronic voting has grown used of a
paper ballot market choice early in United States. A paper ballot marked choices, had
evolved development the field of electronic voting. Electronic voting has evolved
through years of use Punch Cards to the development of optical scanning systems
and then to specialized compartments of the electronic voting process. The process of
transferring votes has been developed to, from transferring votes through networked
computers or phones and most recently process is voting through the internet. The
technology of electronic voting in polling stations can accelerate the process of
sorting the ballots, and provide improved access voters with disabilities. The voting
system can provide remote voting via the web to improve process and availability of
the voting process even more convenient. Also it may lead to increase voter turnout
in the elections [2]. The basics primitives that motivated the electronic voting
systems frontward is the accuracy and security. But the obstacles facing the
proliferation of systems on a large scale is the fear of manipulated or rotten
programs. The number of issues which represent by threats and attack lead to corrupt

network computers and system components.



Also the field of cryptographic technology has evolved. Online voting systems and
new generation in developing classified as cryptography systems to vote, not just for
saving adequate secrecy, but to provide verification capabilities too. Josef Stalin
said:” Those who cast the votes decide nothing, but those who count the votes decide
everything”. The perseverance of encrypted voting systems to identifying and
preventing the registration process and counting incorrectly. Electronic voting
systems should also include the possibility of re-counting the votes, when an error

arose, as paper based elections [3].

1.1 E-voting Requirements

The electronic voting systems faced challenges raised by the functional
requirements and constitutional ruled by the country in which they are operate. An
electronic voting systems must respect the constitutional principles of the elections.
For the technical solutions, this translates into the safety requirements that must be
met by the operating environment where the voting process takes place. Some
requirements are essential for every voting system such as privacy, reliability,
uniqueness, verifiability, accuracy and authentication. Additional requirements are
desirable like scalability, transparency, cost effectiveness and convenience. The
security requirements of the voting systems has been described by many researchers
[4-5], and display these needs through the following formal definitions:

¢ Eligibility: Eligible voters can participate in elections.

e Uniqueness: Voter cannot vote more than once. No one is able to change or
duplicating a ballot from another voter.

e Privacy: There are no party or person can connect the ballot to the person
who had made. The privacy of the voter must be kept during and after the
election for a long period.

e Convenience: The voter must be able to cast his vote with less equipment and
expertise. This include the elimination of all physical limitations, and reduce
the necessity of learning too complex techniques.

e Transparency: Bulletin board may be used for the deployment of the election

process. Security and reliability of the system should be assured.



Practicality: The election scheme must not contain any assumptions difficult
to implement in a wide range elections.

Fairness: It is not allowed to declare preliminary results of the election prior
to the end of the election process to make sure that all candidates are given a
just decision , even the authorities of the vote should not have any idea about
the results of the votes.

Incoercibility: Voter must get freedom to vote. No one even the authorities
have the right to extract the value of the vote or force the voter to vote in a
particular way.

Accuracy: Voting system must calculates all the votes correctly. Any vote
cannot be deleted, nor invalidated, nor altered.

Verifiability: The voter must be sure that his vote has been calculated
correctly in the final tally (individual or universal verifiability).
Receipt-freeness: The inability to know what the vote is. Voter cannot take a
receipt to prove his vote to external party during or after the election. In order
to prevent the sale and purchase of votes.

Robustness: Any number of authorities or parties don’t disable or impact of
the elections and the final results. Robustness should be assured to possess
confidence in the election results.

Integrity: We can divide the integrity into two parts software and data
integrity. Software integrity is to make sure that only genuine programs is
working. Data integrity is maintaining integrity of the voting information and

verification of the records.

Few disputes in the demands made the definition. The disputes example is the

Authentication vs. Privacy, for identifying and verify the credentials of voters and; at

the same time protect the privacy of his/her ballot. Another example is the

Verifiability vs. Receipt Freeness to enable the voters to verify that their ballots have

calculated correctly and properly cast without providing a receipt from the authority

right to cast a vote. In the view of the short history for the electronic voting systems

in all parts of the world and the inherent limitations in the scope of the

implementation, it is quite difficult for us to measure the success or failure of any of

the above issues, or all of them. Furthermore, any voting process will be mentioned
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later involved committed by the rules and cultures that belong to different
communities. Thus, the example of a single country may not fit directly with the

example of another country [6].

1.2 E-voting in the World

Electronic voting have been put on electronic voting experiences (Table 1)
maps operations, according to the results of a global Studies [7]. Standards machines
that are used in electronic voting have been collected in thirty countries for use in
political elections. The criteria of electronic voting have met in thirty countries to use
electronic voting machines in the voting binding of a political nature.

The following states (Italy, Ireland, UK and Norway) have stopped using electronic
voting. Germany and the Netherlands have stopped the use of electronic voting
machines. Belgium and France are the two countries that are using the electronic
voting machines till now [7].

Electronic voting in France has been used in a limited a number of towns. US
presidential election of 2000 has been affected by the limited use of electronic voting
processes, as well as the decision of some European countries, such as Germany,
Ireland and the Netherlands will not continue with the electronic voting because the
basis of the security and transparency concerns.

There are two examples about the use of electronic voting in the national elections in
South Africa (Venezuela and Brazil) and one in Asia (India).

Brazil and India are using electronic voting for decade and they have important
benefits in the quality of the election results. This does not mean that the use of
electronic voting machines have not faced opposition in these countries but, the
opposition failed to gather a lot of momentum.

Electronic voting processes were not used in the African continent as a result of the
large number of problems, including the financial problems of these countries. Some
states are struggling to get the money and efficient infrastructure for the purpose of
the success of electronic voting processes. Not all of the African countries are weak
for the investment, nevertheless, there are other reasons faced electronic voting to

make their way to Africa [8]. The infrastructure of Electronic voting relies on some



features such as electricity and telecommunications, which are not available in the

national level in many African countries [9].

The following brief is describing and highlighting on the interesting aspects for each

case.

e Belgium- electronic election started in 1991. Used widely term in the general and
municipal elections as well. It is based on two systems-named Jites and Digivote.
Both systems had characterized as “indirect recording electronic voting systems”
because the machine does not record and tabulate the vote directly [10]. Jites and
Digivote systems have used Cardboard for the purpose of recording the vote
either magnetic tape has been used to schedule the vote. Differences are resolved
by re-calculate the cards by the machine [11].

e Brazil electronic voting started in 1996. The first test had been in Santa Catarina
state. All elections in Brazil had become electronically since 2000. In the
elections that held in 2000 and 2002, over 400 thousands electronic voting
machines has been used and the results calculated electronically in minutes after
the polls closed [12].

e France used remote voting in elections for the first time in the year 2003, so the
French citizens who live in the United States have selected their candidates to
Association of French Citizens Overseas. More than 60% of the voters have

voted online rather than the paper based ballot.

Country region
Argentina Currently used in some parts of the country
Australia Piloted and Not Continued
Belgium Currently used in parts of the country
Bangladesh Pilots Ongoing
Bhutan Pilots Ongoing
Brazil Currently used Nationwide
Canada Currently used in some parts of the country
Costa Rica Piloted and Not Continued
Ecuador Pilots Ongoing
France Currently used in parts of the country



Germany
Guatemala
India
Indonesia
Ireland
Italy

Japan
Kazakhstan
Mexico
Magnolia
Nepal
Netherlands
Norway
Paraguay
Peru
Philippines
Russia
United States

Venezuela

United Kingdom

Discontinued

Piloted and Not Continued

Currently used Nationwide

Pilots Ongoing

Piloted and Not Continued

Piloted and Not Continued

Currently used in parts of the country
Piloted and Not Continued

Currently used in some parts of the country
Pilots Ongoing

Pilots Ongoing

Discontinued

Piloted and Not Continued

Discontinued

Currently used in some parts of the country
Piloted and Not Continued

Pilots Ongoing

Currently used in parts of the country
Currently used Nationwide

Piloted and Not Continued

Table 1 Countries that have used Internet Voting."

An article was published on the Internet Rights Forum with regard to the election

process that the French who live overseas must vote electronically for the benefit

of Association of French citizenship [13]. In 2009 this recommendation became

reality, 6000 French citizens have voted through the system [14].

e India- There is no country has used the electronic voting system in a wide range

elections such as India. Since India currently the second largest country in terms

of population in the world, so it is natural to become the largest number of voters

in the democratic process. Indian Electronic voting used for the first time in 1982

in Parur assembly constituency in Kerala State.

1 . . . .
Data presented in table 1 has been collected from many different sources, including sources such
as reports from election management bodies, election management body
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The electronic voting mechanisms used during the national elections that held for
the Indian parliament in 2004 and 2009. In accordance to statistics available for
the Indian parliamentary elections in 2004 and 2009 it had participated in the
elections about 60% of Indian eligible voters either the counting process it took

only a few hours [12].

1.3 Motivation

In recent years the electronic voting became so popular search and hot topic.
It has been found electronic means of counting the ballots, but the focus now is more
on how to cast their ballots online. There are many benefits behind the electronic
voting process including increase the speed up of counting process as well as
improve turnout of voters with disabilities. The machines of direct recording and
voting across the internet also reduce the use of ballot papers and manual work of
preparation. Validation of such systems too exaggerated, also since the registration
and counting are done electronically, there are no way for mistakes.
The electronic voting process especially across Internet can facilitate portability of
counterfeiting. Figure 1 has shown the general requirements of any voting system.
The online system more subject to threats; fraud, compromised computers and other
attacks being waged across networks. The need to improve tools of integrity,
confidentiality, anonymity, authentication and other requirements is extremely
important. Recently we has seen the development of systems for electronic voting
processes needed to develop encryption algorithms to protect against these attacks
and verification purposes alike. The probability of verification of many steps of
operation are also an essential way to discover and cope with many of the attacks.
NIST had a workshop on what is called end-to-end voting system verifications [15].
This voting system may provide the voter with possibility of the verification of the
votes cast during the entire process. These systems have discussed widely and
considered a great evaluation of the process of electronic voting, but these systems
can lead to possible defects, such as the problem of coercion. Since the subject of
protection of electronic election is increasing interest. This thesis includes the study
of the security technologies used in the process of electronic voting. It will include
the solution and technologies that are using to provide the security issues in the

7



electronic election, the requirements of the electronic voting also will include
experiences of electronic voting around the world. Finally, there will be a
comparison between stages of electronic voting through different experiences [15].
As similar, but still significant the modern cryptographic techniques of homomorphic
encryption (using El-Gamal), Blind Signature, Mixnet and other cryptographic
techniques being developed for e-voting will be presented[16].

Security Privacy
A vote for - Voter X voted
candidate Y ML T ] - for candidate Z
Authenticity Integrity

Figure 1 The General Requirements of Any Voting System [15]

To gain greater understanding and get some hands on experiences, also examine
three algorithms whether they are satisfying the requirements of electronic voting or

not.



CHAPTER 2

2. E-VOTING SCHEMES

2.1 OVERVIEW OF E-VOTING SCHEMES

Electronic voting system consists of conceptual design, which is called
electronic voting system. So, the electronic voting systems built on electronic voting
scheme which is the essence assurance system to meet the requirements. Most of
them using the principles of cryptographic mechanisms. For more than two decades
research on this topic (e-voting) have been done [17]. Chaum presented the first e-
voting protocols in 1981. He started his huge amount of researches on many ways to
achieve safe results to process of electronic voting. This approach has seen the
efficiency of successful of practical application significantly over recent years. They
had provided hereafter the most important classes and schemes of the encryption

mechanisms which forms the protocols units of the election scheme [18].

2.1.1 Blind Signature Scheme

A blind signature had been introduced by Chaum [19]. It allows a person to

get another person signature to sign a message without revealing any information
about the content of the message. Figure 2 illustrate the blind signature scheme.
Blind signature is equivalent to signing a paper-lined envelopes carbon. Writing the
signature on the outside of the envelope, such as leaving a carbon copy of the
signature on a piece of paper inside the envelope. When the envelope is opened, the
slide will show the signature of the carbon image [20].
This cryptography technique is the most popular in the e-voting scheme through the
provision of a secret ballot voter [21]. The blind signature is used to authenticate the
voters without revealing the contents of the ballot. Thus, the authority which task is
to verify the eligibility of voters do not know whom the voters vote for. In order to
achieve the confidentiality requirement in electronic voting the ballot must be
blinded.



The voters ought to get the signature of the auditor when he votes. To ensure the

voting secrecy voter cast a ballot. A ballot blinds using random number and sends it

to the authentication [20]. We can restated the blind signature based on RSA (

section 2.2.1) as following. (e, n) is the signer public key and (d,n) is the signer

private key.

1) At the beginning the provider must generate a random number which is , then
calculates: x = r® m mod n. The provider sends x to the signer.

2) The signer receive x and sign it: t = x% mod n. After that, sends t to the
provider x

3) Then, the provider reads t. Since t = x% mod n, since t = (r® m)* mod n =
r®“m? modn =r m% mod n

4) The provider calculates s = t v~ mod n = md mod n

This is the signing formula for m. Since m is blinded by using blinding factor of r,

signer cannot know the contents of m [22].

Original Envelope containing Envelope is signed
Message and Carbon Paper (by signer)

i : —_—
Blinding Sent to Signature

Process Signer

=
o

%

o
Q

@

Envelope:
Removed

Signed

=
@
o
0
0
=]
[

Message
has now been
signed.

Slgnature

Figure 2 The Blind Signature Scheme [22]

2.1.2 Mix Network Scheme

It is a method of encryption works on the basis of the public key, A mix net is
a method based on public key encryption, which includes mixing of the components
between the opposite sides using encryption process. The process of sending all data
prior to delivery [23]. A mix net encrypted data takes as input quirks and reorganize
data and decrypt them. One of the main purposes of using a mix net is to pelt the

communications among the elements of input and production. The idea of a mix net

10



invented by Chaum in the early 1980s which based on the bases of encryption
overlapping. It is consist several types of mix net exist based on re-encryption.
Figure 3 shows how it can be involved an element of mix net in the voting to

guarantee anonymity and secrecy [23].

2.1.2.1 Decryption Mix Network Scheme

Mixnet decryption category required that the sender to use the keys of the
stages in order to send the message that he intends to send it. Thus, to decrypt the
message using the secret key for each stage all this is declared using public key
algorithms such as RSA. It is also possible to use of symmetric key cryptosystem,

when the sender subscribe key with each of the mixnet stage.

Decryption

Anonymization

Encryption
Encrypted
Eob votes |

Results

Figure 3 The Anonymization Component in a VVoting Process [23]

Decryption mixnet just using the public keys of the stage in anonymous
connection process as:
Forwarding onion,, = Ey_(m)||r,,

Forwarding onion,_; = Ej (Ax||forwarding onion,||r,_4,
Forwarding onion; = Ex, (Ay||forwarding onion;,)||r;,

Forwarding onion; = Ex, (A;||forwarding onion,)||r,
Ex(m,r) = A;||forwarding onion, (Eq. 1)
Where K = K3, K,, K3, ..., K;,) represent the public key of each of the n stages,

Ay, Ay, As, ..., A, represent the address of the n stages, ry, 1,13, ..., 1, represent the
11



random strings to randomize the encryption of each stage, A, represent the receiver
address and K, represent the public key of the receiver. The amount of output in (Eq.
1) represents the n-layered of the onion [23], through onions shipping nested in all of
the n-layer, which is transmitted by the transmitter is explained in Figure 4. The

o)

Figure 5 illustrate graphical clarification of the decryption that is made on the

transmitter with onion formula in (Eq. 1) can be given as:
Ex(m,1)

. (Eq.2)

~

= A1||EK1 A,

Ex, (4| 1B, 0m]| 1))

Ex, <A3 wEx._ <An

transmitter on onion by the mixnet. In every phase of the path shells of the layer of
the onion, i.e., decryption operation by using the private key of each stage 1’(]-‘1 as:

DKj(EKj(Aj+1||f0rwarding onion;,; (Eq. 3)

;ayern

yer,
_ayer,

f
=

A,

Figure 4 The Visualization of The Structure of a Typical n-layered of Onion (within
every layer we discovery the title of the next stage, and also the orientation of the

onion, and additional control information [23]).

After decrypting more onions that has received ( from transmitters or from
other phases), the phase j applies random permutation on them. .i.e.T;: [ - [, | is
the batch size). Decryption Mix net include mixing operation by stage j. Generated
quantities represent the forwarding onions that have reduced in the size and form the
mixed output batch of stage j. Then, this onion is forwarded at one time to the next
stage of their respective. The next stage for the sender is represent the address 4; 4.
The mixing operation is continuous process until access to the last stage n. The

decrypting quantity from stage n (EK,(m)) is sending to the receiver that has the
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address A,. The previous result represents the decrypting mix net in one way
anonymous communication.

In decrypting mixnet two-way anonymous communication, when the receiver has to
answer the unknown sender, it must include return path information (RPI) with a key
kg, along with m. The RPI looks like the formula of the sender onion in (Eq. 2), but
here only the address of the sender A; will be encrypted through the onion as
follows:

RPI= Ay ||Ek, (kn|lAn-1l|

EKn_l(kn—l“An—ZH ---EK2 (kzl|A1||EK1(k1||As||7”’1))||7”’2) 2 ||7”’n—1||7”’n
(Eq. 4)

Where r'y,7'5,1'5, ..., 7", are the random strings and k;,j = 1,2,3,...,n are the
symmetric keys, so, the receiver at A, will obtain the following from mixnet:
Ex, = (m||IRPIK,)  (Eq.5)

Path of n-layered Onions

= Decrypted
o [— message of
=

— — l?] = - /sender atA,

T ” | STAGET : STAGE2| o o |STAGEn ¢
A [Ny . = A e

: — — — P — —poe o P ]
Comm) DK | DK, DG ©

(- *
Receiver at A,
Sender at A, Parallel transfer between stage 7 and stage 2

Figure 5 Explanation of Onion Decryption, the size of the onion indicate their size.
The onion size and its decreases are traversed. The decrypted message that received
by A, can not be linked back to the sender at A, [23].

After decryption the message the receiver may send a reply to the sender as follows:
Ex,[m]||RPI  (Eq.6)

Thus, stage n will receive the encrypted response and peels the attached RPI onion
from its layer to get k,, and then, re-encrypts Ey [m'] with k, to change its
appearance. The rest of the mixing process happiness as it happened before in the
path forward from the sender of the message to the receiver.

Lastly, stage 1 transmit the re-encrypted response to the transmitter at A. Therefore,
we can achieve the two-way anonymous communication by using decryption mxinet.
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Note it is unnecessary for the return and forwarding route to include the similar stage
[22][23].

2.1.3 Homomorphic encryption

Values of homomorphic encryption can find a set of encoded values without
the need to decrypt them. We can say that encryption function E() is homomorphic,
if it’s possible after the given E(X) and E(Y) to get E(XLY) E(X-+Y) without
making decryption of X orY with some operation .

E(X)LE(Y) = E(XLY).

ElGamal is one of the functions that have the characteristics of multiplicative
homomorphism. If you encrypt the message m,, and encrypt another message m,,
and you multiply them together, the result is the encryption product of the two
messages.
What is happening to ElGamal if we multiplying the two encrypted messages(m,
and m,), that is the randomization will get added up at the exponent and the
messages will multiply.

E(my) * E(my) = E(my * my)
RSA and ElGamal are the two examples of homomorphic cryptosystems [24]. With
the RSA for example, after encrypt the plain text P to a cipher text C, you can double
C with 2, and then decrypt 2C, and you will obtain on 2P. This is not possible by the
normal symmetric cipher like DES and AES, since when multiplying on the cipher
text by 2 with AES, and then decrypt it, you will get some random rubbish, not the
original text P.
That is all homomorphism properties that are based on the multiplication process
because it does not yet certain criteria to standardize homomorphic encryption
which includes the addition and multiplication, so that in the voting scenario where
the addition is desirable property we can use a variant the EIGamal cryptosystem
[25].

2.2  Cryptographic Primitives Used in E-voting Schemes
2.2.1 RSA Cryptosystem
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RSA is one of the most popular public key cryptosystem, it is named by the
three following developers Ron Rivest (b.1947), Adi Shamir, and Leonard Adleman
(b.1977). they have worked in laboratory belonging to computer science named MIT.
They have announced their algorithm for the first time in Martin Gardiner
“Mathematical Games” in column Scientific American in August, 1977.

They published their paper in 1978 which is named “A method for obtaining digital
signatures and public-key cryptosystems” in the Communication of the Association
for Computing Machinery. RSA received a patient. Clifford Cocks (British
Mathematician) has worked for the CESG and also developed a similar algorithm in
1973 [26]. Nevertheless, there is nothing official indicating that it has been executed.
RSA and ElGamal, both of them are public key cryptosystem which we shall study
them in details, both depend on the number of theoretical problems. RSA works on
the principle that it is not difficult to make the multiplication process on two large
prime numbers, but the great difficulty lies on how to analysis the large integer
number. ElGamal relies based on the fact that it is not difficult to raise n to the
exponent of p, but it is difficult to conclude p base on b. RSA may be decrypted one
day if a mathematician found a solution to the factoring problem. Likewise, if they

wakes up and find a solution to the discrete logarithm problem, EIGamal encoded

Key Generation: KeyGen (p, q)

Input: Two large primes p, q

Compute n = p.q
p(m)=@P-D@-1

Choose e such thatged(e, p(n)) = 1
Determine d such that e.d = 1 mod ¢(n)
Key:

public key = (e, n)

secret key= (d,n)

Encryption:

c=mfmodn

where c is the cipher text and m is the plain text

Table 2: RSA Cryptosystem Scheme?

? From the International Journal of Advanced Research in Computer Science and Software
Engineering. It also available online through this link: www.ijarcsse.com.
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message may be deciphered. Search in the theory of numbers can have a significant
on the public key cryptosystem in order to avoid “putting all of one’s eggs in one
basket”, cryptosystem in the basis of other than of the numbers of theoretical
problems were developed, but are not popular as RSA and ElGamal. RSA based on
the number of theoretical result due to the Swiss mathematician Leonard Euler
(1707-1783) (pronounced “oiler”) [29]. Table 2 is RSA cryptosystem.

In order to construct the key we will need to two large primes p and g.n = p.q is the
modulus. Whereas, practically, the modulus is typically 1024 or more, for example e
will use too small primes, let’s assume p =53 and g = 61 (both of them are
primes). So, n = p.q = (53 * 61) = 3233,p and q is still secret but n is the public.
Security of RSA algorithm relies on the attacker being unable to factor n to the head
of the factor n in two of the head of the factors p and g. The encryption exponent
which is pointed by e may be any integer having multiplicative inverse module.
(p—1D(@—-1)=((3-1)(61—-1)=52%60=23120, by using Euclidean
algorithm, the inverse multiplicative of e modulo (p —1)(q —1) has been
calculated; which represent the decryption exponent d, for our example, d = 253,d
Is the private key and e is the public key. For our example, we have Alex will send a
message to Nick. Alex will receive the public key of Nick, n and e available to
anyone who want to send any encrypted message to Nick (i.e. N and e). Nick will
keep the secret exponent, which represent Nick’s public key. A secret key which is
used by Nick decrypt any message have been sent to him, which may encrypted
using his public key. If Alex want to send a message to Nick. First, convert the
message to a string of numbers formula. Practically ASCII (American Standard Code
of Information Interchange) of numbers used usually; our usual area is a = 00,b =
01,c = 02, ...,z = 25. So that, will be converted to a series of math 12001907. The
string is divided into blocks, each smaller than the modulus---3233 in our case.
Blocks of four digits will be work: 1200 1907.

We will obtain C which represent the cipher text message by raising each block from
the plain text m to exponent modulo n.

mémodn=c

120037 mod 3233 = 2223

190737 mod 3233 = 3126

Alex will transmit to Nick the message 2223 3126
16



How Nick will decrypt the message from Nick?

The decryption will depend on Euler’s result thata®~V@~Y = 1 mod pq, n = pq.
So that a®~1@=1 = 1 mod n. Nowe and d are inverse modulo (p — 1)(q — 1);
ed=1mod (p —1)(q—1); i.e.,ed =1+ k(p—1)(q — 1), for some integer k.
The cipher text is C = m® mod n. When Nick receives block of cipher text, he raises
them all to the power of d, his decryption exponent.

C? = (m®)? = ped

mltk@-1(@q-1) = 1 mk@-D@-1)

m(m®VE-D)k = ;m(1)k = m mod n

It is represent the plain text message. Here is a decryption for our example:
C*modn=m

2223253 mod 3233 = 1200

31262%>3 mod 3233 = 1907

So, it was decrypted to 1200 1907 which was converted to the math formula.

For Beth to cryptanalyze Alex’s message to Nick, she should be able to build Nick’s
private key (d ), which is representing the inverse of modulo (p-1)(g-1). Using the
extended Euclidean algorithm and she can easily build inverse e if she know p and
q, but in order to get p and q, Beth will need to be capable of factor n, that is part of
the public key of Nick. This has problem because there is no effective way to
factoring a large integers.

Nevertheless, for the future, the factoring of large integers in a polynomial time
might be possible then can broke RSA encrypted message. In 1994, Peter Shor
(b.1959), then he worked at Bell Labs, found the quantum computer algorithm which
would factoring a large integers in the polynomial time. Thankfully, for
cryptographers in order to building a quantum computer that would benefit from
break the RSA algorithm and an encrypted message not on the horizon; the best
effort to date: in 2001, a7-qubit quantum computer was able to using Shor’s
algorithm to factoring 15. RSA used because it is surviving. RSA been attacked from
its development time 1977. The mathematician had improving the factoring
algorithms, but cryptographers responded by increasing the sizes of keys. Quantum
computer poses a threat, but not directly. The algorithm was tested so thoroughly that

there is a sense that the well-known weaknesses-there. For instance, good choices
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and for p, q and e. But the problems are known to be dealt in the implementation. In
particular, the encryption is now out in the open in the universities and not only
secretly in the black rooms. The algorithms can be tested publicly by experts.

Coding systems need to gain confidence, and RSA has gain it. But can penetrate the
unexpected in factoring algorithms leads to the elimination immediately.

New algorithms should be seen with suspicion. An encryption, which has known
vulnerabilities can be better choice of encryption that are not strictly tested. For
many years, DES encryption system became closer. Has been replaced by a choice of
AES very open manner, which give it a lot of confidence in the primary, but now it

has been determined it will be even more carefully examined for weaknesses[27].

2.2.2 ElGamal cryptosystem

Such as RSA, ElGamal is a public key encryption system. You will have two
keys public key which is deployed and the private key that kept hidden. The public
key is using the encryption and the private key is using for the decryption process.
This allows the entity (human or computer) to receiving the encrypted messages
from a variety of senders with a reasonable degree of confidence that cannot decrypt
the messages sent by any person other than the recipient.

Like RSA, there should be a relationship between the private and the public key
when encryption and decryption because the encryption and decryption is an inverse
relationship. Security in public key cryptography depends on this relationship, as one
which cannot easily be exploited to conclusion the private key, which represent the
decryption key of knowledge the public key, which represent the encryption key.

The basic mathematical relationship between encryption and decryption keys in
ElGamal (as illustrated in Table 3) is rely on the so-called discrete log problem,
which will be clarified later. For sending encrypted message, the plain text must be
converted to digital format, like what happiness in RSA, there are numerous
concerns about doing this. For our purpose, it is assumed that you have already done
this conversion, result will be potentially very large in a positive integer m. We will

assume also that m < p. Usually, this is the case, if not, you will need to be away
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agreed to modify the encryption process (perhaps splitting m in some way and then
encrypt the message in “packets”) there.

For practice we will encrypt m = 2, using EIGamal cryptosystem with prime number
(p) = 139, generator (g) =3 and private key (X,) =12. So, the public key
Y, = g¥Amod p, so Y, = 312 mod 139 = 44. Then, we select random exponent
Xp =52. S0, c = g¥4mod p. That, ¢ = 352 mod 139 = 112. Thus, ciphertext =
m * s,CipherText = (2 * 112 mod 139) = 85. If we want to decrypt the cipher
text (CipherText), we will compute R. R = (CipherText)? ' *amodp =
36. Decryption = (36 * 85)mod 139 = 2, which, is equal to original m. EIGaml
encryption scheme is invented in 1985 by Taher EIGamal [28].

Generate a pair of key:
e Select alarge prime p and the generator g of a multiplicative
group Zp * of the integers modulo p .
e Select an integer X, from the group Z by random and with the
constraint1 < X, <p-—2.
e Private key: X,
e Public key: Y4, = g*A mod p

Encryption procedure:
e Select a random exponentXg
e Compute c1 = g¥8 mod p and combine it with the cipher text
that will be sent to the receiver.

Table 3: EIGamal Cryptosystem Scheme®

2.2.3 Hash function

Has function is fragmentation the message to different sizes of data to the
output of a fixed size via one-way mathematical function [28]. The result of this
fragmentation is the retail value of the tag data and called hash code or value . Hash
function, works by taking the message as input then produce a code that represents

the function of each bit of the message. It can be visualized as a certification of the

*From International Journal of Advanced Research in Computer Science and Software Engineering.
It also available online through this link: www.ijarcsse.com.
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message , since, if the value of any bit in the message changed, the value of the hash
director going to be changed [29].

Hash code is one value extract by several parties from one data element, but it is
difficult to extract multiple hash values from one type of data. So any party may
reproduced the hash value or the message digest with the same stream of data.
Therefore, we can get the integrity through the use of hash value. If a message has
been sent from Alice to Bob and Alice wanted to be sure that his message has been
received correctly, Alice must send the message with its digest. Bob to makes sure
that the message that has been received coming from the right place he should be
used the message and secure hashing algorithm an calculates the digest of the
message again and compares it with that received. All of these provide protection
against accidental changes in the data, but does not provide protection in the event
that one of them intercepted Alice’s message and changed the original text with
digestion [28]. In the case of protection against interception hash is used in addition
to the common secret key to create a hash value based on the authentication code
which is named HMAC be similar to MAC. Thereafter, Alice sends the message to
Bob with HMAC, Bob then calculates the HMAC to protect against changes that can
get the message and no one can intercept or tempered with it because no one knows
the secret key. The standards that used are the Secure Hash Algorithms (SHA256,
SHAL, SHA512, SHA384) [30].

2.2.4 Zero-Knowledge Proof

Rackoff, Micali and Goldwasser the first to put the idea of Zero-Knowledge
Proof in the year 1985. Interactive Guide Protocol is ratified prover to verifier busing
mechanical challenge and response. In this type at the end of the contacts the verifier
can accept or discard the prover.
Zero-Knowledge overcomes the major fears that ratify on passwords dramatically.
The authentication that relying on a password, verifier approves prover based on
password only. Verifier has a simple knowing, if they were not full-on prover
passwords. So that, the can participate prover password to a third party. The main
goal of a zero-knowledge protocol is to convince the prover that he will not

participate any information about the secret that knows itself. ZK protocol gives
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great possibilities for success and not necessarily to be an absolute success. So, after

exchanging several messages (each one of them containing challenges and

responses) verifier can accept or reject the proof. Increasing the number of

challenges and responses can reduce the likelihood of errors to a reasonable level

[31].

2.2.4.1 Properties of Zero-Knowledge Proof

Zero-Knowledge Proof specifications derived from cooperative resistant

procedures:

1) Completeness: The probability of success and failure of the protocol is
determined by the amount of confidence by the prover and the verifier.
Probability smooth of acceptance varies from one application to another.

2) Accuracy: The protocol is accurate, if it is failed on all other false claim,

agreed a unfair prover and a truthful verifier [32].

2.2.4.2 Advantage of Zero-Knowledge Proof

1)

2)

3)

4)

Zero Knowledge Proof Transfer: As long as the prover does not know any
information or secrets about the prover, so he cannot divulge the secrets of
the prover to any other party.

Efficiency: As a result of the presence of natural interactive proof, it must be
calculate the efficiency of Zero-Knowledge Proof. The cost of the
calculations associated to encryption are evaded.

Degradation: The safety of Zero-Knowledge Proof protocol does not deform
with the continues using where not revealed any information about the
secret.

Unsolved mathematical assumptions: Zero-Knowledge Proof protocol
depends on many computational issues like discrete logarithms and integer

factorization [33].
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2.3 Literature

In electronic voting, generally there are four stages: initialization, registration,
voting and counting.
Michail J. RADWIN (1995) schemes. This scheme is divided into four stages: the
initialization stage, the authority setup RSA during this phase. The registration stage,
during this phase the authority guides the voter in order to construct a token of his
vote. The voting stage, the voter at this stage constructs and cast his vote and the vote
will be decrypted. The counting stage, this is the last stage in which the results been
issued. This scheme has used for Yes/No elections process [34]. This scheme was
used in small elections, which require one authority and it is applied in some cases,
in the elections that require more than one authority. The term token (is an entity that
helps somebody to vote similar to a ballot paper) here is a pseudonym been built to
the voter with the help of the authorities[34].
Atsushi FUJIOKA, Tatsuaki OKAMOTO, and Kazuo OHTA (1992) scheme is
divided to four stages: an initialization stage, registration stage, voting stage and
counting stage. During the first two stages a voter will receive a token from the
authority using the scheme of a blind signature. Later, the voting stage in which the
voter sends the encrypted vote beside his token and the last phase is a counting
phase, where the votes are decrypted in order to count them [35]. The scheme needs
only two authorities, the administrator in charge of the token issues, and the
collector, which combines tokens and distributes the votes outcome. The
administrator will sign the blindly signed token [35].
Miyako OHKUBO et al. scheme is composed into three stages, the registration stage
during this stage the voter preparing the ballot and getting authorization by obtaining
blind signature from the administrator. The voting stage, voter sends his vote by
anonymous way using mix-net. Counting stage, at this stage the ballot papers are
opened for the purpose of counted [36].
KIM, Jinho KIM et al. scheme for online voting. It is composed of three phases: the
registration phase, voter will get pair of keys along with a certificate from the
administrator. The voting phase, at this phase the voter will cast his vote and it will
be signed blindly by the administrator to the tallier. Finally, the counting stage, at

this stage all the ballots are decrypted and counted [37].
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Juang et al. is proposed in 1997. It is composed of six stages. The initialization
stage, during this stage the system parameters are setup. Key generating stage, during
this stage all auditors work together without taking help from anyone else in order to
generate the public key and share it with each other [38].

At this scheme administrator and some auditors are being used, in order to observer
the election process. The original paper states that the voter could not refrain after the
registration stage as well as at least (m — k + 1) of auditors cannot detect their
shadow keys until the screening stage and number of k auditors are truthful and
transmit their shadow of the keys [38].

RYAN et al. proposed their scheme in 2005 into five stages. Roughly speaking,
“Prét-a-Voter” is the protocol that replaces the list of candidates randomly. The
public key of the mix-servers which is named tellers will encode the permutation
function sequentially to construct an “onion” that represents the final encoded value
[39].

After that, all onions are printed on the ballots randomly because of the possibility of
the encryption used in each layer of the onion. The voters can put a mark in the
selection of candidates and cast ticks and onions without the list. When the voters
cast the ballots, taller stallers decrypts the layer of the cover because they have the
private key. Finally, the votes are decrypted by the tallied to get the results [39].
WEBER proposed his scheme in 2006 and it is composed of 4 stages. The
initialization stage, at this phase EIGamal threshold cryptosystem are set up and also
the public parameters are published. The registration stage, at this stage the voters get
their credentials. The voting stage, at this stage the voters will cast their encoded
votes. Finally, the ballots that has casted are verified, mixed, decrypted and counted
by the authorities [40].

The authors Martin et al proposed a generic scheme in 2000. Their scheme proposed
for converting voting protocol based on homomorphic encryption [41].

Relies on many of the authorities, every one of them causes a randomly order list by
all encrypted votes, similar in [42]. Exhausting procedure called designated-verifier
proofs [43], allows voters to trace their votes by pointing the encryption of their
choice. The tallying of the votes are performed by using homomorphic encryption
[41].
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RJASKOVA proposed her scheme in 2002, and it is composed into three stages.
During the first stage, authorities setup a robust threshold ElGamal cryptosystem.
Later, the voter shares his vote with the authorities, which re-encrypted before
rebuilt. The latest stage is decrypting the votes and tallying them by using
homomorphic encryption [44].

Benaloh et al. proposed their paper in 1994 presents two protocol. Reduces protocol
in which voters react with single authority and multiple tallying authorities protocol
that improving privacy. All these protocols are based on homomorphic encryption
properties. Verifiability are achieved at this scheme by using zero knowledge proofs.
This paper has introduced the concept of receipt-freeness for the first time [45].
CRAMER, et al. in 1997, and composed into three stages. The initialization stage, a
vote casting stage (voter cast ballots in public with proof that he would be calculated

well on the bulletin board).

Cryptographic

Protocols primitives used
ZKP |HE |BS | MN

[34] X X
[35] X X
[36] X X [ X
[37] X X
[38] X
[39] X X
[40] X X
[41] X |X X
[44] X X
[45] X X
[46] X X

Table 4: The Schemes and Their Primitives®.

The abbreviations that used: ZKP: Zero-Knowledge Proof, HE: Homomorphic
Encryption, BS: Blind Signatures, MN: Mix-Nets.

* This had been taken from Survey on Electronic Voting Schemes, the authors are Laure Fouard,
Mathilde Duclos, and Pascal Lafourcade. Page 60.
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Finally, the tally stage by using homomorphic encryption properties all the votes are

decrypted as one block thanks to the technique of threshold of cryptosystem. The

main protocols offer to the voters the choices among double selections. There is in

the same paper extension to allow the elections to provide many options [46]. The

above schemes did not achieve the same characteristics, because of the properties of

various encryption technique and how they are combined. The user will use one

protocol more than the others, according to the specifications that want to achieve.

Nevertheless, some of these schemes are not easy to achieve because of some

theoretical assumptions are not constructed practically. Table 4 show you the above

mentioned cryptographic primitives that are described previously. In Table 5 we

listed the different kinds of requirements that accomplished by the above structures.

Requirements

Protocols Verifiability | Democracy | fairness
Privacy | Receipt -Freeness | robustness | U I E | PMV

[34] C A A A C C C
[35] 3 A A A |C P [P P
[36] C A A A C C C C
[37] A C A A C C C C
[38] C A A A C P P P
[39] C C C C C C
[40] C C C C A C C C
[41] S S S S S S s C
[44] C C C C C A C
[45] P C C
[46] C C C C |C

Table 5: The Requirements Achieved by The Schemes®

The abbreviations that used: ZKP: Zero-Knowledge Proof,

Encryption, BS: Blind Signatures, MN: Mix-Nets.

HE: Homomorphic

> This had been taken from Survey on Electronic Voting Schemes, the authors are Laure Fouard,
Mathilde Duclos, and Pascal Lafourcade. Page 61.
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CHAPTER 3

3. ON SOME UNIVERSAL VERIFIABLE SCHEMES

3.1 Universal Verifiability

According to the literature, there are not unique or comprehensive definition
for the Universal Verifiability. But nevertheless, if they are examined in detail we
will find it holds almost the same meaning. Therefore, in order to understand the

Universal Verifiability well we will examine the literature and see how the definition
of the Universal Verifiability from point of view of some modern scientists.

Sako et al.(1995) presented the principles of the Universal Verifiability to focus on
the importance of the audit for the entire election to classify the verifiability to
individual and universal verifiability. This classification was accepted by other e-
voting studies. Sako et al. has defined the individual and universal verifiability
respectively as “A sender can verify whether or not his message has reached its
destination, but cannot determine if this is true for the other voters” and “In the
course of the protocol the participants broadcast information that allows any voter or
interested third party to at a later time verify that the election was performed
properly” [47].

Cranor et al.(1997) tightening the definition of the universal verifiability on it is just
count the votes and defined it as “Anyone can independently verify that all votes
have been counted correctly”. Greatest of the studies that have followed has been
used this definition because of its clarity and its ability to measure. [48].

Karlof et al.(2005) merge the definitions of the verifiability without differentiates
between the individual and the universal one as follows: “Verifiably cast-as-intended
means each voter should be able to verify his ballot accurately represents the vote he
cast. Verifiably counted-as-cast means everyone should be able to verify that the

final tally is an accurate count of the ballots” [49].
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We can sum up the individual and universal verifiability that have used through the
literature as follows: “every voter can check if his vote has been properly counted”
and “anyone can check that the calculated result is correct and election is performed
correctly” (Cranor 1997), (Sako 1995), (Fujioka 1992) and (Karlof 2005).

3.2 Brief description on some electronic voting scheme achieved the universal
Verifiability

The goal of this stage is to give general overview of uses of the primitive
encryption methods already mentioned in various electronic voting schemes. We
note that there are some hybrid protocols that combines three schemes ( Blind
Signature, Homomorphic Encryption and Mixnet). Such merges must be built with
great care. In fact, two or more protocols may verify property which is not achieved
by the combination of them.

Thus, for each of them, we will make a brief description of the protocols that are
satisfied universal verifiability. Some properties that have been achieved and

supposed to achieve will be discussed. Also, we will refer to existing or new attacks.

3.2.1 DynaVote scheme

Authors: Orhan Cetinkaya and Ali Doganaksoy (2007).
Primitives Used: Dynamic ballot, blind signature scheme.
Requirements: The scheme has used public channels.

Summary: The scheme proposed in [51] and called DynaVote. DynaVote is
composed into three stages: Authentication & Authorization (is completed before the
election day), Voting and Counting. The proposed protocol did not use complex
encryption algorithms nor hidden communication channels because of having to
PVID entity in addition to the following entities: Voters, Ballot Generator, Key
Generator, Counter. The PVID (Pseudo Voter Identity) is the most important
feature in this scheme which depends on blind signature. VVoter may use PVID and
hide his real identity.

During the Authentication & Authorization stage the voter receives a PVID — list.
Later, he may use the PVID at any time and place during the election time.
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The voting phase is divided into two phases: Ballot Obtaining Phase and Vote
Casting Phase. Through the Ballot Obtaining Phase, voter obtains on the dynamic
ballot. The main building block of DynaVote protocol is the dynamic ballot. In
dynamic ballot the order of candidates are changed for each ballot. Through the Vote
Casting Phase, voter selects his candidate by using the dynamic ballot mechanism
[50].

Lastly, in counting stage votes are decrypted and counted.

Protocol description: We shall first describe set of symbols and abbreviations used
in this protocol before going into explanation in detail.:

(ey, dy): Is the session of Public and Private keys respectively that voter uses them to
communicate with Key Generator and with the Counter.

(e, dy): Is the session of Public and Private keys respectively that voter uses them to
communicate with Ballot Generator.

(ep,dp): s the session of Public and Private keys respectively that voter uses them
to communicate with PVID Authority.

(eq, dg): PVID Authority’s public-private key pair.

(ep, dp): Ballot Generator’s public-private key pair.

(ex, di): Key Generator’s public-private key pair.

(e d.): Counter’s public-private key pair.

(e, d,): Voting public-private key pair generated for voter to cast his candidate
selection.

E, (m): Encrypt the message m by using the public key e,.

D, (m): Decrypt (sign) the message m by using the private key d,.

H(m): It is a hash function kind of one way that used by the voter and the authorities
applied on the message m.

B: Dynamic ballot.

V" It is the voter candidate choice according to the dynamic ballot.

V: Voter’s actual vote.

PVID — list: {PVID,,PVID,}: Is a list of pseudo hidden identities that are not

connected to the real identity of the voter.
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Authentication & Authorization stage:

- Voter creates on ID — list {ID;,1D,},ID containing random number and
some useful information as ID = {Election Date, Authority Date,
Random Number}.

- Voter blinds each ID separately with different random blinding factor and
gets my,.

- my is the combination of blinded IDs.

- The voter sends E, (Reisteration ID, D,(m;)) to PVID authority.

if ((voter is eligible)&&(has not made any request)) - signs the
else = discard the request

- PVID authority {

- The authority of a PVID signs the blinded /Ds on a message m,; and gets
mys. My represents the mixture of I1Ds that are blindly signed.

- The authority of PVID will send E, (D, (m,s)) again to the voter, then the
voter unblinds each blindly signed IDs.

- Voter checks the PVID authority signature on m;,, and gets PVID — list =
{PVID,, PVID,}.

- The above results represents the Authentication & Authorization stage which
held prior to the election time.

Voting stage:

- The voter casts the candidate who has chosen through the dynamic ballot that
gets it.

- In this protocol a dynamic ballot represents the most important part.

- Dynamic ballot show only physical ballot in the ballot with the corresponding
dynamic only.

- Figure 6 shows overview of the voting stage.

- In this protocol the voting process is divided into two parts: The Ballot
Obtaining Phase and the Vote Casting Phase.

Ballot Obtaining Phase
- Voter encrypts e,, with Election Date by using the public key that belong to
Key Generator’s E,(e,, Election Date), before sends it to the Ballot

Generator, voter will produce m,. m; = E,(PVID,, E, (e,, Election Date),
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es). Now voter sends m, to Ballot Generator.

- Ballot Generator decrypts m,, when it receives it.

- If the message has come from the right place Ballot Generator signs it and
produce the message m, = E (D, (E(e,, Election Date), e, )) and sends it
to Key Generator.

- Key Generator decrypts it to check the signature of Ballot Generator. If it
comes really from Ballot Generator, Key Generator process to the next steps
otherwise discards it.

- Key Generator generates pair of keys and saves them in the
Votingkeylist(e,, d,). These keys are used by the voter to cast their vote in
order to choose their candidates to the Counter authority.

- The hash of the voter will be published in addition to the voter keys public
and private separately such H(e,, e,) and H(e,, d,) in separate screen called
Key Generator Bulletin Board (KGBB).

- There are two important use of H(e,, e,). First, the voter will use it in order
to confirm the accuracy of the voting key. In addition, it can be used by the
Counter authority to inhibit the Key Generator handling of the voting keys

that been generated.

"
Vot Ballot Generator
o i [T e ay " [H®. e)» BGBB
( ev' dv) ‘ Mf. o' ™b
L4 S ‘ ,
M, M,
| 4
Key Generator
M, Y H(e,e,)
6 (e,.d,) Hee., d;) »| KGBB
h 4
((Eour;te;r _H(E V", PVID,) CBB
e" [

Figure 6 Overview of The Voting Stage®

® From the paper that belong to Orhan Cetenkaya & Ali Doganaksoy published in IEEE library.
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The authority of Key Generator will save (e,, e, d,) in VotingKeyList and
generate m; and m,.

ms = E,(Dy(e,, Election Date), e,)

my = Eb(bk(m3:ek))

The authority of Key Generator will send m, to the authority of Ballot
Generator. Ballot Generator will decrypt the message and checks the sign of
Key Generator’s authority.

The authority of a Ballot Generator’s will create the dynamic ballot B by
using arbitrary creator function.

The authority of a Ballot Generator will publish the public keys of the voter
such H(B,e,) and also a hash of the dynamic ballot B in a separate screen
named Ballot Generator’s Bulletin Board(BGBB).

H(B,e;) is published to give an opportunity to the voter to verify the
correctness of dynamic ballot.

The authority of the Ballot Generator will save (PVID,ms,B,ep) in the
BallotList that is an internal list belong to the dynamic ballot B. Later, it will

produce the message ms.

ms = E;(Dy(m3, B, ey))

The voter will receive mg that sent to him by the authority of Ballot
Generator. Later, he will decrypt mc using the public key of the Ballot
Generator and obtains the dynamic ballot B and extracts ms.

The voter will calculate H(B, e,) in order to confirm the dynamic ballot that
he obtained it and checks against the one that published on the Ballot
Generator Bulletin Board (BGBB).

In order to obtain the voting key e, the voter will decrypt the message m; by
applying the Key Generator public key on it.

The voter confirm the result on the Key Generator Bulletin Board (KGBB) by
creating the hash value H(e,, e;).

At this moment the voter has the key of the voting e, in addition, to the

dynamic ballot and been ready to cast his vote.
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Vote Casting Phase

Through the dynamic ballot B and the voting key e, that voter has received
them, he selects his candidate V', later he produce the message My =
E.(PVID,,E,(V',PVID,),e,).

He cast his vote without anonymous channels because the presence of PVID
scheme by sending M, to the Counter.

No one can connect any relation between PVID scheme and voter real
identity.

The message m decrypts by the Counter for further steps.

Counter checks the validity of PVID, by using authorities public key, if it is
valid Counter process the request, otherwise the request is discarded.

The Counter publishes the hash of encrypted V' H(E,(V’,PVID,)) on
Counter Bulletin Board (CBB).

The authority of Counter will append the date and time to the encrypted vote
V' and add it the VoteList such as (PVID,, E,(V', PVID,), e,, DateTime).
The VoteList is an internal list of the candidate that been selected by the voter
that associated with the PVIDs that he has received it.

The Counter authority will inform the voter from the correctness of his vote
by sending an acknowledgement (Ack) to him E, (D, (Ack)).

Through the Ack that the voter receives it the voter can verify individually
from his vote by looking on CBB, voter finds the sequence of numbers as
H(E,(V’, PVID,)) and this sequence of numbers represent a receipt.

All of that represents the voting stage which held at the election time.

Counting Phase

When the time of the election ends, the counting stage starts.

The authority of Ballot Generator, the Key Generator and the Counter will
declare the following sub list as SubBallotList (|PVID, B)),
SubVotingKeyList (|e,, d,|) and SubVoteList (|E,(V’, PVID,|) one-to-one.
The consistency of the election will be announced on bulletin boards and can
be checked from any organization.

The counting will start by the Counter authority.
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Counter contests every element in the VoteList |e,, d,| over voter’s session
key e,. Then, Counter gets the list |PVID,,E,(V', PVID,), e,, DateTime, d,|.
The list E,(V’, PVID,)) will be simplified by the Counter by decrypting it by
using the private key (d,) and produces the list |PVId,, PVID,,V'| which
represent the voter candidate selection.

The Counter authority will confirm the correctness of the vote by applying
the public key of the PVID authority on (PVID,). If the checking process
failed the vote will discard.

Figure 7 showing an overview of the counting phase.

This scheme allows the voter to vote more than one time because the PVID
is applied and only the last vote will calculate and previous votes are
discarded and the Counter authority will keep the time and the date for each
single vote.

Then, the Counter authority will match the selection of the candidate (V') in
the list |PVID,, PVID,,V'| with the dynamic ballot (B) that corresponding to
SubBallotList |PVID,, B| over PVID;.

Later, the Counter authority will obtain a list |PVID,,PVID,, V', B| that
represents the real vote of the voter.

The real vote of the voter V can be definedasV=C; € B where i =
V',B = {C,,Cy, ...,Cp}.

PVID,

Ballot Generator
SubBallotList

P :

PVID,| B | e, [EAV'.PVID)| V ey

Q
N

Key Generator
SubVotingKeyList

Counter

Figure 7 overview of the counting stage’

” From the paper that belong to Orhan Cetenkaya & Ali Doganaksoy published in IEEE library.
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The Counter authority at the end of the counting stage will announce the valid
votes list |PVID,, H (EZ(V’, PVIDZ)) , V| that consist to the votes at CBB and

the invalid votes are discarded.
After the counting stage the votes are easily to be tallied and announced.
The voter can confirm that his vote been counted correctly after the counting

stage by using his PVID;, in addition, to the sequence number of

H(E,(V', PVID,)) through using the issued list.

Security analysis

meet:
1-

2

We will show the electronic voting requirements, which DynaVote is able to

Privacy: Voter does not use his real identity because the scheme uses a blind
signature, so the PVID that belong to each single voter does not lead to his
real identity for that privacy had kept.

Eligibility: Since DynaVote employs the PVID and through the PVID only
the IDs of the eligible voters are signed. The PVID works by the concept of
blind signature that signs each ID blindly, the ineligible voters IDs are not
signed because n authorities are participate in signing process, so any request
does not carry the eligibility will not sign.

Uniqueness: The counter authority obtains the list |PVID,, PVID,, V', B|.
Since we stated before that the PVID, is unique and the PVID, contains
meaningful information as vote casting date, so, the counter authority will
take the result of the last voting process, for that, the uniqueness is achieved.
Uncoercibility: The protocol relies on concepts of multiple voting through the
election time (which may continue several days) and the final vote will be
take into consideration as we mentioned earlier. So, the process of vote-
buying will not be easy, since voter can re-casting his vote again. For that,
coercer will not find any way to coerce a voter to chooses the candidate that
he like.

Fairness: Counting phase begins after the voting phase is completed. Since
the dynamic ballot B is employed, Counter can only know that the voter has
casted his vote, he cannot reveal any information more than that, he will need

to the ballot generator to inform him the corresponding dynamic ballot. He
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will also need to the voting key which is controlled by key generator. So,
Counter authority cannot calculate any partial results before the end of the
election time, for that fairness is kept.
Accuracy: Voter can observes the processes taking place step by step, so
when he gets the dynamic ballot B and voting key e,, he can ensures it is
correct by looking to BGBB and KGBB, if there is any mistake or corruption,
he can provides objection to ballot generator. Also, he can looks to the CBB
and ensures that his vote is published on it. Any authority cannot process any
step without depends on the others. Even if all authorities (Key Generator,
Ballot Generator and Counter) want to make any vote cannot because they
need to PVID authority. PVIDs authority cannot make any fake PVID
because it apply threshold cryptography.
Robustness: No one can distortion on the electoral system, not the voters nor
authorities. Since if voter decided to send more than one vote the last vote is
calculated only because the PVID, is employed. As for authority, the bulletin
board and hash value from each single vote is employed publicly. Even if the
authorities plotted with some voters they can influence the votes of those
voters only.
Individual verifiability: Each voter can verify the verifiability of each stage
before moving to the next stage. For instance, Key Generator and Ballot
Generator will publish the two values H(e,, e,) and H(B, e,) respectively on
their bulletin board KGBB and BGBB respectively. The voter can make sure
that the keys (e,, e, and e,) that he have them is correct by applying the same
hash function that the Key Generator and Ballot Generator applied them. If
the two values match he will send his candidate to the Counter, otherwise he
make object to the Key Generator or to the Ballot Generator. In the voting
stage, after the voter receiving the acknowledgement from the Counter, he
will create the hash value for H(E,(V’, PVID,) and compares it with the hash
value on CBB. If were not matching, the voter submits an objection to the
Counter authority by clarifying V' and e,.
Universal verifiability: Key Generator, Ballot Generator and Counter publish
their sublists, at the end of the election before the tallying process. As soon
as, the Counter announces the election results. The authorities can verify the
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validity of the election by monitoring the results on the bulletin board.
Therefore, any authority and any observer can see the results. The Counter

authority mission is to verify all results [50].

3.2.2 End-2-End Verifiable Voting System Scheme

Authors: Ahmet Sinak, Segil Ozcan, Hakan Yildrim and Mehmet Sabir Kiraz.
Primitives Used: Homomorphic encryption, EIGamal encryption process.
Requirements: The scheme uses anonymous channels.

Summary: The End-2-End Verifiable Scheme is divided into four stages: the
Vote Submission, the Transporting Process, Counting and Announcement Processes.
Also, it contains eight players: The Voter’s Computer, Authentication Box, Control
Box, Authority, Bulletin Board are online players. The Voter, Counter and
Decryption Service are offline players in our protocol. The other components of the
system are the vote, Thin Client, Terminal Server, Trusted Parties and Certification
Authority.
The protocol works on principle of generation private key in the form of threshold.
Thus, it generated by the participation of t entities in independent of each other
together to generate the private key, and any number of these entities less than t is
not able to generate the private key. The private and public key are generated pre-
election period, where each party receives a share of private key but the public key is
known to everyone [51].
During the Vote Submission the following two parts are active: Voter and his
Computer. The voter V will cast his vote after using his candidate selection and the
PC will encrypts the voter’s vote and creates hash of it. During the Transporting
Process, the AB will authenticate the voters, CB will generate a receipt code an sends
it to PC and V, the A will multiply pair of vote coming from AB and CB and sends
them to C at the end of the election time. The Counting and Announcement
Processes start when the election period ends, at this time C and DS are active
players, if there is not any problem the votes will be counted and announced [52].
Protocol description: Before going to describe the protocol we must explain some

abbreviation and keywords that will be used in the protocol.

36



V: The voter.

PC: The voter’s computer.

sn: The voter’s secret number.

v: The voter’s vote.

r: Random Number.

x: The private key of the election.

g: Generator.

y: The election public key.

c: The encrypted ballot.

S: The private key of voter.

h: The receipt code value.

Sign: The PC signature on the encrypted hash vote using voter’s secret key.
ZKp¢: The PC zero knowledge proof.
AB: Authentication Box.

C: Counter.

A: Authority.

u: Unique Number.

ZK,5: The AB zero knowledge proof.
s: Sequence number.

CB: Control Box.

DS: Decryption Service.

TP: Trusted Parties.

t: Number of TP.

Vote Submission:
Online Process:
-V by using his ID card authenticates himself to the voting system and enters
his sn after selects his candidate.
- The PC will encrypt the vote with r and produce the c.
- E(v,r) = (g" modp, g®”y" mod p) = c. Later, PC will create hash of ¢
and signs it using S.
h = H(c).

Sign = S(h).
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Later, PC will give h to V.

Transporting Process:

PC will send ZKp. and sn to AB.

c,sign,ID,ZKy., sn
PC AB

By using the voter public key AB verifies sign — h and checks ZKp,.

AB gives the vote u so that, A matches the vote coming from AB with the
vote coming from CB. AB also, give the vote s to ensures how many votes V
has voted and sends to CB ZK,z,u,s and all data received from PC except
sign.

¢,ID, ZKy¢, ZKyp, SN, S, U

AB CB
CB will check the ZK,,. and ZK,p. Also, CB will calculate the hash of ¢ and

sends to PC in addition to V via safe channel as SMS. Through that, V will
check his receipt and the receipt that received from CB to ensures that his
vote is transmitted by AB in correct way with no alternation. Otherwise he
knows that his computer is compromised or there is some problem so the vote
is canceled.

h
CB———> Vand PC

If the vote is valid, AB and CB will mask ¢! and c%2 respectively. AB will
send ¢!, u, s, ZK,5 and all the received data from PC except sign and ¢ to
A. also CB will send ¢%?, ZK -5 and all the received data from AB except ¢ to
A.

¢, 1D, ZKpc, ZK g, 1, s, U
AB A
c%,ID,ZKpc, ZK45, ZK g, ST, S, U
CB A
A verifies the zero knowledge proofs ZKp, ZK,5 and ZK . After that, A

will match the pairs by using u and multiplies the pair of covered encoded
votes came from AB and CB. Then, A will store all the data that came from
AB and CB in a database.

c.c*? = E(w*,ral).E(v*,ra2)

= E(v**% r(al + a2))
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—_ T v ryal+a2 _ al+a2
=0g",9"y") =c

Offline Process:
- Aperiodically sends ZK,,c%1*92 and all the received data except ¢4, ¢%? and

u to C (offline).

a2 1D, ZKpc, ZKyp, ZKcg ZK,, SN, S
A > C

- Cusing as to decrypts c*1t42 after verifies the proofs for ZKp¢, ZK 5,
ZKcp, ZK,.
(ca1+a2)a3 mod p - (¢®7 )8 = ¢ mod p. Later C checks the sn, if the
sn is correct the vote will be valid. If it is not the vote will not valid.

- Cwill calculate the h for each vote and send the V ID and the sn to BB
offline using external disk.

h,ID, sn
C—>BB
Online Process:

- BB will send h and sn to the voter, so the voter can verify that his vote has

come to C and also, to ensures that sn and h are correct.

h, sn
BB —>V

- BB will publish the sn and h for all the votes even if sn is not correct, so

every voter does not see his sn and h he should inform the election authority.
Counting and Announcement Processes:

- When the election time is over C permutes the valid list which has the
greatest s and valid sn, using homomorphic of EIGamal encryption system. C
will get | of them randomly by using the discrete logarithm problem, then
multiplies them.

E(wl,r1).E(w2,72) ..E(v1l,r1) = EWwl+v2+ - +vl,r1+1r2 +--+7rl)

- Through one way filter all votes are sent from C to DS and there is no any

traffic from C to DS. At DS votes are decrypted using x.

Ewl,v2+ -+vl,r1+7r2+--+711)
C DS

- In DS the private key of the election is built by using t TP to decrypt the

encrypted votes.
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Dx(E(vl, v2+-+vlL,rl+r2+--+ rl))

vi4+v2+---vl

=9
Finally, the election authority will announce the results.

Security Analysis:

The above protocol achieves the following security requirements:

1-

Coercion-resistance: The protocol allows voters to vote more than once and
the last vote is calculated as a result. As well as, the existence of a secret
number sn that the voter can be enters it through the voting process to
impress the coercer without sending a warning message to a voter that the
secret number sn which enter it incorrectly, and the voter can votes again
using correct secret number . So, the protocol guaranty that it will resistance
against coercion.

Integrity: Since the protocol employs a zero-knowledge proof at every stage
of its stages, so integrity is guaranteed. Through the SMSs, that the voter
receives them from BB and CB he can confirm the validity of his vote during
both transporting and counting stages. Therefore, if the values received by
SMSs messages represent the same value that he submitted it during the
voting, then the integrity is guaranteed. Otherwise, he can submit an
objection to the election authority.

Vote Privacy: The protocol uses the principle of the homomorphic
encryption. In addition, the vote of the voter encrypts in the PC, at each stage
the vote arrives cannot be read since the stages through which do not have the
private key. After counted, the votes are decrypted using homomorphic
encryption as one block, so the privacy of the voter remain reserved.

Receipt freeness: The coercer cannot be sure that the voter has voted for his
candidate or not because voter can use the secret number, that the system
gave it to him instead of using the number in the receipt code paper. So, in
this situation coercer (the person who buy the vote) cannot make sure that the
voter has used the receipt code paper and voted for his preferred candidate or
not. For that, receipt freeness has achieved.

Individual and universal verifiability: Each voter can make sure that his

encrypted vote may transferred, counted and tabulated correctly in the final
40



tally. Furthermore, each voter can make sure that his vote on the subject of
the BB through the ID of each voter with his hash value [52].

3.2.3 Efficient receipt- free voting based on homomorphic encryption

Authors: Martin HIRT and Kazue SAKO (2000).

Primitives Used: Homomorphism encryption.

Requirements: Untappable one-way channels between authorities and voters,

Properties of homomorphic re-encryption.

Summary: The authors Martin HIRT and Kazue SAKO proposed a generic scheme in

2000. Their scheme proposed for converting voting protocol based on homomorphic

encryption [53].

Relies on many of the authorities, every one of them produces a arbitrarily order list

through all votes that been encrypted, similar in [54]. Exhausting a method named

designated-verifier proofs [55], allows voters to trace their votes by pointing the

encryption of their choice. The tallying of the votes are performed by using

homomorphic encryption [53].

Vote Generation:

For each valid vote v;, there exist standard encryption e?, in turn, for each

Ak =1, ..., N).

Ay, picks the encrypted valid votes list e, ..., e*™?, shuffles it randomly

and hand it to the next authority.

Shuffles means to re-encrypted valid votes list el.("_l) and permute randomly

the order of the list by choosing a permutation m:{1,...,L} - {1, ..., L},

(1,..,L is equal to the number of the valid votes). Then computes ef «

(k-1) k-1 ..(k-1) $
el @E(0,r* V), 3,

A, proves publicly it shuffled honestly by proving for each i there exist a re-

CINC)
L

encryption of ei(k_l) inthe liste,™, ...,

without revealing which.
A, conveys to the voters the permutation m;, that it used and privately prove

that it is correct.
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- The voter can complains against the authority if he does not accept the prove.

(F) (k=1)

If he does, we set e, < e;~ */,i =1,..,L. So, we ignore the shuffling of

this authority. Voter may complain against n — t authorities.

Vote Casting:
- The voter publicly announce his vote by driving the position i of the
(N)

encrypted vote e,
Tallying:
- After the votes are summed and encrypted we obtain E(T). After that, the
authorities decrypt E(T) to obtain T, with a proof of correctness [56].
Component
Additive Homomorphic ElGamal Encryption
- The scheme is stand on EIGamal encryption scheme.
- E(w) = (g9%y" h*), where a« € RZ, is a random number and y¥ is the
message.

- e,§°> = (1,y") is the standard encryption of v, and the secret key z is chosen

uniformly from Z,, and the public key is h = g“. The key pair (z, h) is

qr
constructed in a way that each authority receives a share z; of z in a (t, N)-
threshold secret sharing scheme and is publicly committed to this share by
h; = g*.
-y is another self-governing generator of G. The set V of valid votes contains
L values in Z,. Also, an encryption of avote v € V.
Verifiable Decryption:
- The authorities first jointly compute, reveal and prove X = x* in order to
decrypt T from e = (x,y). Since z is the secret key and is shared by all the
authorities i.e. every authority has share of z;. So, each authority A; compute

X = x%. This is achieved if t of the authorities reveal and prove ;.

]/T. ha _ T
wor V-

- If X became known, one can compute % =

Re-encryptability:
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- Let’s assume that e(x,y). So, it’s re-encryption is e’ = (x',y') =
(g%x,hy). Where & is a random integer € R in Z, and & is chosen
uniformly in Z,,, so (x’,y") is uniformly distributed.

Security analysis:
We will show the security requirements that the previous protocol has achieved:

1- Privacy, robustness: Since t — 1 from the authorities can decrypt the final
results, so privacy is achieved.

2- Universal and individual verifiability: Any authority, observer or honest
verifier can check that the result has been decrypted and counted
correctly. So, the universal verifiability is achieved.

3- Fairness: Since the counting start when the voting time over so fairness is

achieved.

3.3 Comparison between the three electronic voting systems

As a result of the differing priorities of encryption that works out, so schemes
that are described previously did not achieve the same characteristics. Thus, the
following comparative data help the user to choose one over the other schemes to
achieve the requirements needed.

Compared with previous schemes and understand how each of them works, we must
understand what is happening in all of its stages, the start of the period prior to the
voting process until the announcement of the results, so we will start by comparing

the period leading up to the voting process first, and then what happens after.
3.3.1 The Authentication and Authorization phase

Table 6 shows the authentication and the authorization stage for the voting
systems that held prior or during the voting period, so the voter may have some IDs
and secret number,...etc. Through different proposals each scheme will have the
rudiments encryption is different from the other. The Authentication phase in
DynaVote the voter will prepare his own ID. In this ID, there will be a necessary and

important information for the completion of the election process, including
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{election date, authority date, random number}. Election date here means the
day and time scheduled to open the system for the purpose of voting process where
(as we mentioned earlier) the authorization process will precede the election period.
The authority date, means of authenticating the voter that he has been registered his
information correctly and since this moment he qualified for the election process.
Finally, the random number, which is used by the voter with the blind signature in
order to conceal his name, identity and all other information by relying on the
advantages of the blind signature. These information that been concealed will
encrypt inside a message called mb by the public key of an authority called PVID.

In Authorization part, the voter will send the message mb to PVID authority. PVID
will receive the message sent by the voter and decrypt the code of this message by
using its private key. Thereafter, the eligibility of the voter will be checked, if the
voter is eligible and has not verified beforehand, then it will sign this message and
send IDs called PVID — list = {PVID,, PVID,} used later for the completion of the
election process in the voting stage.

It is clear in Table 6 that End-2-End does not contain any authentication phase
because in each stage there is no authority that asks the voter on his eligibility in
whole the election process.

The authorization phase for End-2-End is done when the voter uses his ID card and
enter his sn after choosing his candidate. Through the sn number that the voter
enters it when he casts his vote, the election authority will ensure that the voter is
eligible and practiced his right by voting. The sn number will encrypt with the voter

information, so the voting authority will be unable to uncover the identity of the

Authentication Authorization
DvnaV Eq4(Registeration ID, D,(mp)) Ep(Dg(mps))
sy ote Voter — p PVIDqythority = ”
PVIDqythority Voter
End-2-End | - Voter uses his ID and sn to

authenticate himself

Receipt-Free | - -

Table 6: The Authentication and Authorization Stages
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voter. The key players at this stage will be the voter and his PC. There are other
algorithms (have been explained) to deal with the voter PC in the case of breakout.
So, if the sn is true the election authority will address the request to other phases but
if it was not true the request will be rejected.

Receipt-Free will not has any authentication and authorization stage through the
whole election process. Thus, the protocol is intended to work in controlled
environment where is not possible for any ineligible voter to reach the election
process. So that, there is no need for any authentication or authorization stages
because the predisposing environment for the election process is closed for a certain
people.

3.3.2 Voting and Submitting phase

Let’s start with DynaVote, the voting here are made by a voter to choose its
candidate through the dynamic ballot that get it during this phase. Figure 8 (a) shows
the voting process. This stage is divided into two main stages are the Ballot
Obtaining Phase and Vote Casting Phase (as mentioned earlier). At this stage the
important thing is the Dynamic Ballot , which the voter gets it from an authority
called the Ballot Generator. The Dynamic Ballot will contain a sequence of
candidates that will change in each voting process (because the protocol will allow
elected more than once and only the last voting process will be calculated). Later the
voter will choose his preferred candidate from the Dynamic Ballot . The Ballot
Obtaining Phase will finish when the voter choses his candidate. The Vote Casting
Stage will start before the voter sends his Dynamic Ballot which has received it and
choose his candidate through it. The voter choice will be encrypted and be send to
another authority called Counter. At this point the voting phase will complete and
then another stage will start.

For End-2-End the voting process is done when the voter enters his sn (as we stated
previously) and selects his candidate selection (Figure 8 (b)). The PC will send the
voter votes after encrypt it in addition to other information belong to the voter to an
authority called AB. AB will decrypt the voter and make sure that it is valid. Later,
AB will send this vote and all the information that has received from PC to another
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authority called CB. CB will send a hash of the encrypted vote to the voter via secure
channels like sms, so the voter can ensure that his vote has been transferred properly,
otherwise, he will be known that his vote has been manipulated by AB authority or
that his PC has been compromised. Thereafter, CB will send all the information to A
authority and then the voting process will be completed and the counting process will
start that will be offline.

Lastly, for Receipt-free the voting stage will start when the voter drives the position
of his vote and publicly announce it as in Figure 8 (c). The voter has an interface that
contains the candidates information and the voter will choose one of them.
Thereafter, the voter will choose his candidate and the voter choice in addition to all
the voter information will be encrypted by using EIGamal encryption scheme with

the authority public key that voter receives it in the voting time.

3.3.3 Counting Phase

In DynaVote the counting stage(as in Figure 9 (a)) begins at the end of the election
time by an authority called Counter. Then, Ballot Generator, Key Generator and
Counter will announce the following sub lists as SubBallotList, SubVotingKeyList
and SubVoteL.ist respectively. These three lists that show the lists of encrypted votes
that belong to each voter will be viewed by everyone because it will be posted on the
bulletin board. Each voter will make sure from the presence of his vote because he
will compare the receipt that he has received it and from that on bulletin board. Then,
the counter authority will ensure from the validity of each vote, each valid vote will
be calculated and posted on bulletin board.

In End-2-End scheme the counting stage (Figure 9 (b)) begins at the end of the
election time. The counter authority that called C rearranges the safe lists that have
the greatest sequence and also has a valid secret number that is given previously to
each voter. C authority will multiply all the votes as one block using ElGamal
encryption scheme. Later, C will send the valid votes that have the greatest s and
valid sn by using one way filter to another authority called DS. The DS authority
will decrypt these votes by using threshold of Trusted Parties (TP). In DS the private
key x of the election will built by using t of TP. Later, the election authority will

announce the results. In receipt- free voting the counting stage (Figure 9 (c)) starts
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when the time of the election is finished. When all the votes are collected and

encrypted by using homomorphic encryption with EI-Gamal encryption scheme.
Then, we get on T block of the votes. The block that collected is decrypted by using

t — 1 from authorities with proof of correct decryption.
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Figure 8 The Voting Schemes (a) DyneVote, (b) End-2-End, (c) Receipt-

Free
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3.4 Robustness Against Attack

In the follows section, we will present various types of attacks that could be
exposed to these protocols and we will show the extent of resistance and weaknesses
according to these attacks.

DynaVote and End-2-End resist if the attacker intercepting the vote of the voter
across network and replaced it by another one because the voter will receive a hash
of the encrypted vote whereas the original vote will be presented on the Bulletin
Board, so if the voter has noticed any change in his vote he can submit an objection
to the voting authorities. Also Receipt-Free will not suffer from this type of attack,
because it (as mentioned earlier) employed to work in controlled environment. For
that it will not suffer from the intercepting of the vote through network because the
environment in which it runs is small and controlled.

There is another type of attack occured to DynaVote and End-2-End which is send
the same sn to more than one voter and that happen with End-2-End. In case of
DynaVote this attack will send the same PVID to more than one voter.

This attack does not work too, since the existence of the Bulletin Board that can be
seen by all the voters and authorities, so the voters and authorities can easily discover
that this PVID or this sn is belong to more than one voter and easily discard these
votes and voter can cast his vote again (voter can cast his vote many times and only
the last valid vote will be calculated). In Receipt-Free there is no secret number that
can be helped to carry out the voting process. Thus, this kind of attack will not be
used through whole the voting process.

The other type of attack that could have occured to DynaVote and End-2-End is
when the attacker stop function the process of vote sending for a period of time
during the election time. This attack will not succeed because in every voting process
voter will receive a receipt at the transmitting time. This receipt shows the voting
time. Thus, if the attacker stop function the transferring process so the voter will not
see his vote on the Bulletin Board and he will submit an objection to the voting
authority. However, for Receipt-Free this attack may work because there is no any
receipt can be given to the voter in order to allow him to confirm that his vote has

been transferred and counted correctly.
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DynaVote and End-2-End will resist if the attacker transmit the vote more than once,
where every time the system will registe new time on the Bulletin Board and only the
last vote will be calculated. In the case of Receipt-Free scheme this attack could be
succeed even in controlled environment. It can be if the authorities tried to calculate
the vote more than once or to vote instead of absentee voters or instead of voters who
abstaining from voting.

In this section we have assessed the performance of the algorithms that have been
demonstrated and extent of its strength and weaknesses. These attacks, which were
displayed is the bases of attacks that can be occured to the vote when transmitted
from the voter PC to the authorities server.

3.5 Comparison according to cryptographic primitives used

Table 7 shows the encryption primitives that have used in the previous

schemes and also described earlier.

3.6 Comparison according to security requirements that satisfied

Table 8 shows the requirements of the security that satisfied and unsatisfied
by the schemes.
Our search has not been exposed to the problems facing every single vote or group of
votes across the network, which may bring other problems. As shown in the Table 8
only DynaVote scheme has achieved all security requirements. Moreover, previous
protocols do not mention to the identical security features and when they have not
definite in the similar context. For instance, DynaVote means freedom of voter to
choose his favored candidate without prove that practically. However, in DynaVote
and End-2-End Verifiable Voting System, we see that the voter has received proof
that he had voted, despite the fact that the voter cannot prove anything through it. As
we see about the robustness in DynaVote, the inverters of End-2-End Verifiable
Voting System and Efficient Receipt- Free Voting Based on Homomorphic
Encryption had claimed that their systems are strong and robust without prove their

claim. The inventor of Dynavote was the only one who had proved the robustness of
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his system. Therefore, our comparison about the safety properties can contain

misjudgment and there is a real need to formalize to make a real comparison.

DynaVote End-2-End | Receipt-Free

a X X

e TN

e n

§ > w X X

2 3

> E

O 5|z X
S

Table 7: The Schemes and Their Primitives

The abbreviations that used: ZKP: Zero-Knowledge Proof, HE: Homomorphic
Encryption, BS: Blind Signatures, MN: Mix-Nets.

DynaVote End-2-End | Receipt-Free

Privacy

Receipt -Freeness

Robustness

Fairness

Accuracy

wl v v n v v
wl v u nu v v
> 0O 0 > > v

PMV | U

Democracy | Verifiability

E

Table 8: The Requirements Achieved by The Schemes
The abbreviations that used: U: Universal, I: Individual, E: Eligibility, PMV:

Prevent Multiple Voting, C: claimed achieved requirement, S: supposed achieved

requirement, A: attacks found.
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CHAPTER 4

CONCLUSION

The development of e-voting has been introduced in many areas
(governmental election, company manager) election according to different
techniques since 1900. Therefore, it is considered a huge field of study. The process
of counting votes electronically take place from a long time ago, but polling process
was conducted in some countries in various political and non-political environments
and in the other countries are still under discussion. Different voting techniques have
been used such as criticized DRE voting machines and erroneous punch cards
systems but the voting process via the Internet is a process that focus of attention and
a large concern.

In this section we conclude about the three proposals. DynaVote has developed the
blind signature scheme through which the identity of the voter cannot track or trace
and thus ensure that the voter's identity remains reserved, which is one of the most
important factors that help the voter to cast his vote freely. DynaVote have
developed other factors for the integrity of the election process, such as the ability to
vote more than once in order to overcome the problem of coercion, as well as relying
on the bulletin board at each stage of the voting process, in order to ensure the safety
of the transfer of voter ballot from one phase to another.

DynaVote can be used in electronic voting systems via the Internet because it
achieves most of the electronic voting requirements that have been mentioned, in
addition to the following requirements such as mobility, efficiency, dispute freeness
and scalability.

But nevertheless it has some flaws or shortcomings that appear when the plots ballot
generator with the key and the counter conspire and work together. However, in
general DynaVote is an electronic voting system via the Internet offers a great
success.

End-2-End is an electronic voting system via the Internet (as mentioned previously)

uses homomaorphic encryption with ElIGamal algorithm, where all votes are collected
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after the casting process, so any attacker cannot see what the voter has chosen. Thus,
you will keep on hiding the identity of the voter because the decryption process will
be one of the mass of a single process and not every vote separately in addition to
sending a message at every stage to voters via secure channels ( like sms) to satisfy
the voter that his vote had arrived counting stage safely and reliably. We can say that
End-2-End has achieved a lot of electronic voting requirements including privacy,
security and transparency.

Receipt-Free has been designed mainly to be another offer to the traditional voting
systems because it did not contain any stage to ensure the identity of the voter. Also
it has some disadvantages; some of the electronic voting requirements have not been
achieved such as individual verifiability, democracy and coercion resistance. So we
suggest one may not to use this algorithm in political elections, but he can benefit
from it in small elections, such as student elections to choose their representatives in

a college, where he can control the voting that takes place in this environment.
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