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Supervisor: Assist. Prof. Dr. Reza Hassanpour
Co-supervisor: Assist. Prof.Dr. Shaimaa Hameed Shaker
February 2017
Abstract

Wireless Sensor Networks (WSN) and Ad Hoc networks are being using in
different applications and fields of our life in the modern era. They are used
in the military, medical, industrial, disaster relief, and commercial
applications. Security is an important challenge in the wireless networks.
Most of the wireless networks are susceptible to different attacks. In this
study we address Sybil attack which uses multiple identities for a node to
create the illusion that these identities come from multiple nodes. In this
thesis, we propose a method to detect and prevent Sybil attacks. In our
method, we consider WSN application in vehicular networks (VANET)
where we detect Sybil attack without knowing the identity of the malicious
node which preserves the user privacy as well. The proposed method is
simulated in NS2, a widely used open source network simulator. The results
are compared with the realistic test case conducted by the centralized

authority DMV in terms of the detection rate and overheads.
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General Introduction
Chapter 1
1.1 Overview:

The wireless networks are one of the applications in the modern era, it consists
small sensors in size and communicate unconnected in short distances. It is
characterized by low-cost, low-power, and multifunctional. The work of sensor nodes,
it is for sensing data then processing the data and communicating components. The
idea of wireless networks is based on cooperative effort of a large number of nodes. As
appears in the figure (1-1) [1] [2].

Wireless Networks

@ Variety of architectures

® Single hop networks

<

® Multi-hop ne

<

-~
tworks
b J b

Figure (1-1) Wireless Networks [1]

There are several kinds of wireless networks like the Wireless Sensor Networks (WSN)
and Ad Hoc Network etc... Wireless Sensor Network (WSN) is an arising technology
which shows great promises for different applications both for the comprehensive
public and the military [3]. WSNSs are collection of sensor nodes that have capability
to move. These nodes can exchange information and communicate with others in a free
environment. Another type of wireless networks is ad hoc networks. Ad hoc networks
are independent from central nodes, it is used in different applications as a personal
area network, military police, homes networks, and disaster relief. The ad hoc networks
consist of nodes that can connect to others with inconstant topology and in different
location [4]. The major challenge in the wireless networks is security. The sensor nodes

that are distributed in an uncontrolled environment have exposed the networks to



different types of attacks. The traditional security to prevent attacks is not an effective
solution because of the power and the size of sensor nodes. Wireless networks make
life easier, it makes things more comfortable. There are many attackers that can have
an effect on WSN and Ad hoc networks. Sybil attack considers one of several attacks
that can have an effect on networks. It is an attack that creates multiple identities from
the same malicious node [3]. There are many methods used to prevent and detect Sybil
attacks such as Public Key Cryptography, Privacy Preserving Detection Scheme and
Detection using Neighboring Nodes. However, the fundamental of this thesis is to find
the efficient techniques to detect and prevent Sybil attack [1][2][3][4].

1. 2 Previous Works:

There is a lot of research on the Sybil attack. This research found ways to appoint the
attack and others to prevent this attack, but some of these ways are relatively difficult
to process or they are applied in an impractical way. Some of these researches are

included as following:

1. Radio Resource Testing:

This method is assuming each physical entity has limited number of resources. This
method is not viable to ad hoc networks. The attackers can use more computational
resources than normal nodes [24].

2. Public Key Cryptography:

This method is based on the central authority; it is responsible for giving certificates
to each node. The node uses the certificate to authenticate itself. This method is
unsuitable for large networks [9] [10].

3. Privacy Preserving Detection Scheme:

It provides the pseudonyms to each node in the network in order to hide its
information. The pseudonym nodes are hashed by a particular common value. These
hash are stored in moveable server. This method is provided privacy. The nodes need
to register themselves. This scheme is difficult to implement because the number of
nodes cannot register every node [36].

4. Detection Using Neighboring Nodes:
This scheme explain that every node participates in the detection of an attack on the

network. Each node has different group of neighbors at a different time. If the vehicle



has same neighbors in different time this vehicle is considered an attack. This method
is provided privacy [48].
5. Timestamp Series Approach:

This method is based on Road Side Unit (RSU); it is responsible for the timestamp.
The timestamp to each node is signed digitally by RSU. If the node wants to send
information to any other node, it must go to the RSU to give the timestamp. After
getting the timestamp it sends message to other vehicles. This scheme does not work
in complex [14]. [13].

1.3 The Goal of Thesis:

The aim of this thesis is finding method to prevent Sybil attack in practical manner.

The goal has been achieved through the following:

1. Studying Sybil attack in (WSN and Ad hoc) networks.
2. Finding advantage and disadvantage of different types of algorithms to detect and
prevent Sybil attack (WSN and Ad hoc).

1. 4 The Contributions of Thesis:

This thesis is focused on detect and prevent Sybil attack. The advantage and
disadvantage of other mechanisms are found and are tested to approve the proposed

method. The contributions of this thesis can be mentioned as follows:

e The proposed method is based on the privacy preserving to prevent Sybil attack.

e It is assumed each node communicate with others in multihop manner.

e The proposed method is considering the Department of Motor Vehicle (DMV) is an
important part in the network that provides a pool of keys, the DMV is responsible for
certificate authority.

eThe key is distributed to each node. These keys are used to hide the node’s
information.

e The proposed method has created a wireless network in safe way



1.5 Thesis Structure:

This thesis consists of six chapters. The second chapter talks about a background of
WSN and ad hoc networks along with their applications. There is also security
requirement in wireless networks, attack models, Sybil attack, Sybil attack creation in
wireless network, and types of Sybil attack. Chapter three discusses previous studies
to detect and prevent Sybil attack and the advantage and disadvantage to each method.
Chapter four discusses the proposed method in (VANET). Chapter five explains the
simulation and results. Lastly, the conclusion and the future works will be in chapter

SiX.



Chapter 2
Overview of WSN and Ad hoc Networks

2.1 Introduction:

The objective of this chapter is to explain what (WSN and Ad hoc) networks and how
to apply them. Then, it explains attack models in wireless networks. Sybil attacks are

penetrating in wireless networks.

2.2 The Features of Wireless Networks:

The wireless networks have mutual collaboration for information exchanges. Also,

there are important challenges such as the following: [9]

1. This kind of network is fast-spreading and is able to self-organize.

2. A wireless network is short of pre-broadcast infrastructures, so a centralized network
management solution is not suitable for such an environment.

3. Wireless devices usually use batteries as their power supply, thus do not use complex
security.

4. Because the nature of wireless channels that the data privacy needs to protect.

5. The cooperation between nodes is necessary in wireless links because have short
transmission ranges.

6. Wireless networks often are not in fixed form so you need a strong security to protect
it.

2.3 The Wireless Sensor Networks (WSN):

WSN is a new technology, it is considered a good technology. WSN creates
meaningful solutions for commercial applications. This network has a number of
applications at various fields of modern science. The architecture of WSN contents of
small and lightweight nodes that is distributed in the network. All the sensor nodes are
similar to computers with processing unit. It is limited in power and in memory. WSN
is applied in different environment as in temperature and pressure etc. The power
source to the nodes is a battery. There are many attacks exposed to WSN. As shown in
figure (2.1) the architecture of WSN [17] [18].
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Figure (2.1) Wireless sensor network form [17]

Wireless Sensor Network Architecture

2. 4 Issues of WSN:
The WSN network is affected by many issues. Here are some of the issues. [50]

1.The Energy Efficiency:

Limited battery size in the nodes of WSNs. These nodes used to use the battery for
different functions as for sensing and communicating purpose. The energy is
considered one of the serious issues.

2. The Size of Networks:

In general, the number of nodes in WSN network can be larger than ad hoc network.
3. The Density of Distribute:

The distribution of nodes in WSN differs from domain of application.

4. The Data and The Information Fusion:

It denotes to the collection of all packets before the expulsion of it.

Information fusion: It aims to process the sensed data at the intermediate nodes then it
relaying the outcome to the monitor node.

5. The Traffic Deployment:

The communication traffic pattern differs with the domain of application in WSN.



2.5 The Routing Protocols in WSN:

In WSN the routing differs from the traditional routing that is in a fixed network.

Because it does not have infrastructure and the links are unreliable. So, the nodes may
be fail. There are many routing protocols developed for WSNSs. It is divided into seven
groups as appears in the table (2.1) [40].

Table (2.1) The Routing Protocols to WSNs [40]

Category Representative Protocols
Location-based Protocols MECN. SMECN, GAF. GEAR, Span,
TBEF. BVGF, GeRaF

Data-centric Protocols SPIN. Directed Diffusion. Rumor
Routing. COUGAR. ACQUIRE, EAD,
Information-Directed Routing, Gradient
Based Routing, Energy-aware Routing,
Information-Directed Routing, Quorum-
Based Information Dissemination. Home

Agent Based Information Dissemination

Hierarchical Protocols LEACH. PEGASIS. HEED. TEEN,
APTEEN
Mobility-based Protocols SEAD. TTDD, Joint Mobility and

Routing, Data MULES, Dynamic Proxy

Tree-Base Data Dissemination

Multipath-based Protocols Sensor-Disjoint  Multipath, Braided
Multipath, N-to-1 Multipath Discovery
Heterogeneity-based Protocols IDSQ, CADR, CHR

QoS-based protocols SAR, SPEED, Energy-aware routing

2.6 Applications of WSN:
WSNs have many applications in different fields. This section is listed applications of
WSN [18].

1. The Military Applications:

There are several applications of WSN in military field that including the control of
the battlefield and monitor systems of intelligent missiles, and to detect an attack by

weapons of mass destruction.



2. The Medical Applications:
With the development of science, medical field has been evolved. This type has many
uses, as the cultivation of nodes in a patient's body to diagnosis a disease or to study
the human body and monitor the patient's status. As appears in the figure (2.2) sensor

nodes built in the human, and base station to control the work body to study the

members of human body.

Sensor node

clectronics Web-based

Internet trans.

MICS link
(1" truns, link)

Long distance information transmisshon
(2™ transmission link)

Figure (2.2) WSN in the medical environment [62]

3. Industrial Applications:
This application is included the industrial sensing and the diagnostics. Such as the
appliances, the factory, and the equipping chains.

4. The Infrastructure Protection Application:
This application is included the power grids controlling and the water distribution
controlling.

5. The Other Applications:
There are various applications in many fields such as in commercial industrial or whole
service that make life easier to the humans and benefit from technology. The sensor
nodes are built into home's devices (ovens, the fridge-freezers, and the electrical
machine to remove dust and dirt). That is enabled them to interact with each other and

it is remote in control.



2.7 Ad Hoc Networks:

It is a new technology in the networking world which is the first mobile networks
without a fixed structure. It considers a self-configuring communication system. It used
to use the nodes themselves as not only sources and sinks but also routers as appears
in figure (2.3). There are several kinds of this network, such Mobile Ad Hoc Networks
(MANET), Sensor Networks, and Vehicle Network. However, the basic rules of these
wireless networks remain the same. But it has some variation. The effective use of
resources is an essential to create high performance networks. This technology has a
bright future in the communications field and a human service through its applications.
The form of ad hoc networks consists of mobile nodes without any fixed infrastructure
to nodes. Wireless communication is used to communicate the nodes together. Because
of mobility nodes and the environment of nodes which are distributed, the probability
for danger and lack of control is very high. The nature of these networks is attracted by
many infiltrators and attackers, as a Gray Hole attack, Worm Hole attack, flooding
attack, and Sybil attack. Sybil attack considers one of the malicious node that claims
multiple identities. This attack is considered very dangerous to ad hoc networks [30]
[25] [39].

Figure (2.3) Ad hoc network each node as source and destination [39]



2.8 Application and Examples of Ad hoc Networks:

There are many useful applications in this networks such as [27]:

e Military Tactical Operations:

A communication network that depends on a fixed infrastructure is not practical for
military tactical operations, as it represents a soft spot in hostile environments. Because
it does not need to set up a fixed infrastructure that makes ad hoc networks perfect
candidates for such operations.

e Search and Rescue Missions:

Some places as the top of a mountain, the middle of a forest or inside a cave could not
use communication in the fixed infrastructure because that used to use ad hoc networks.
It is easy to use communication systems for such scenarios.

e Disaster relief:

The ad hoc network provides the communication in an environment which its
infrastructure is broken.

e Law enforcement:

This application can be extended to include locations with no communication
infrastructure. Ad hoc networks systems provide fast and secure communication in this
way.

e Commercial use:

Ad hoc networks can be used to support data exchange between people and
applications in large meetings and conventions. Figure (2.4) and (2.5) shows some of

these application.

Figure (2.4) Ad hoc network in disaster [27]
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Figure (2.5) Ad hoc network in the traffic monitoring [27]

2.9 The ad hoc Routing Protocols:

The nodes of this network behave such as a router and it find the safe route to other
node. The protocols that are used in wired networks are not use in wireless networks.
Varied protocols have been developed for this network. The classification of these
protocols are the following [25] [28] [42]:

2.9.1 The Proactive (Table-driven) Routing Protocol:

It is also called table driven protocol. Each node has the routing table that is contain
information about the network without requiring it. In this type of protocols, in
periodically the mobile nodes transmit. The nodes need to preserve its routing table
that is record the close nodes, the ready nodes, and the number of hops.

2.9.2 The Reactive (on-demand) Routing Protocol:

It is also called on demand routing protocol. This protocol discovers the path when
it is needed. The nodes start to discover a route when it is requested. The reactive
routing begins when the nodes wish to transmit the packets.

2.9.3 Hybrid Routing Protocol:

This type gathers the advantages of above protocols to overcome the weakness of
them. It is use the route discovery technique of reactive protocol, and is use table
maintenance technique of proactive protocol to avoid the latency and the overhead
problems. A hybrid protocol is convenient to large network when the numbers of
nodes present. The category of these protocols is shown below in Figure (4.4)

11
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Figure (2.6) Ad hoc routing protocol [25]

2.10 Challenges in Ad Hoc:

There are many challenges in ad hoc networks as the follows. [28] [51] [4].

2.10.1 Routing:  The structural of the networks works is without a fixed form. This
makes the connection between the nodes (sender and receiver) difficult. The protocols
that apply on this networks ad hoc network based on the principle of reaction rather
than proactive. Another challenge is multicast because it is not static which causes
the random moving of the nodes. The routes between nodes are contain multiple hops.
That consider more complex than one hope.

2.10.2The Security and The Reliability:

Security is a major problem in ad hoc networks, due to losing the packets. There are
different schemes of security such as the authentication, the key management, and the
reliability problems. The limited of transmission range and transmission nature cause

losing of packets and data transmission error.

12



2.10.3 The Quality of Services:

Several services in various environments create many challenges. The adaptation of
QoS should implement in over classic of the resource reservation for backing the

multiservice.
2.10.4 The Location Aided Routing:

The location aided routing uses position information to define the related regions.
The routing is oriented and restricted. This is similar to the associative oriented and the
restrict broadcast in ABR (Auditory Brainstem Response) [49].

Table (2.2) Comparison between (Ad hoc & WSN) [49]

Affected by WSN Ad hoc
The Efficiency of Energy Bound battery size Unbounded
The Network Size Number of nodes large Number of nodes little
The Density of Distributed Depends on type of Depends on type of
application application
The Data fusion bounded unbounded

The Traffic Distribution

Rely on application Rely on application

2.11 Security:
In these days the security considers the important challenges. The development of

wireless technology makes the security measurement not convenient to wireless
technology. Security wireless networks are responsible for prevention and
authorization access to wireless networks and the damage of the computers. Wireless
networks are most used in organizations and individuals. Nevertheless, wireless
networking has many security issues that prevent attacks in the systems which are used
to enforce the security policies. The wide use for wireless networks at the present time
increases risks and attackers for these networks. Though of many security risks and

attackers are prospered with wireless protocols and encryption methods. [10] [11].
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2.12 Security Requirements: [10] [38]

Each company or system wants to protect its data from any danger, should provide

a special and strong security system depending on the type of data. The security system
must be complying with all the industrial, structural and operational system
requirements.

¢ The essential condition is that the sensitive data is stored and transported through the
wireless networks should be encrypted with approved algorithms.

e The requirements of using the authentication that is achieved by the USB dongle,

security smart card [10].

2.13 Security Classes:

The classification of attacks as follows which appears in figure (2.7):

e The Interruption: an attack is cause the systems which are used become unusable,
and the insertion of malicious code.

e The Interception: an attack is happened on confidentiality. The networks are cracked
by the attacker to gain unauthorized access to the nodes.

e The Modification: an attack is happened on integrity. It is mean unauthorized part; it
is not access to the data but change it. The modification of data being transmitted or
causing a denial of services attack.

¢ The Fabrication: an attack is happened on authentication. It means false injection of

data instead of the original data. Then, it sends the false injection to destination [12].
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Figure (2.7) Classification of attacks [12]

2.14 Security Threats on Wireless Networks:

As appears in figure (2.8) there are many types of threats that affect on wireless
networks. The protection of attacks can be providing by the confidentiality, the
integrity and the availability. This section is explained the different types of security
attack methods. These methods apply to break confidentiality and integrity, sometimes
only confidentiality or only integrity. There various kinds of security are attacks shown
in the following [10]:
1.The Traffic Analysis:

This method enables the attacker to access three types of information. First, the
information is related to identification of activities. Second, the information that is
important to the attacker it is identification and physical location of access point in its
surroundings. Third, the information an attacker gets is by traffic analysis.
2.Denial of Service(DoS):

An attacker gets information before it reaches the required destination. It is cause
wrong or misleading of information in the system. Sybil is considering one of denial
of service attack. This intrusion is made by people not authorized to use other wireless

devices to prevent authorized communication [13].
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3.Brute Force Attack:

It is a passive attack that the attacker generates every possible in the key. Then it
tries for decode the encoded message which is generated alteration with validates
output [15].
4.Placement of Message Integrity Check bits:

This type of attack considers a problem because it uses by a hacker with the validate

contents. Then it decrypted the message [10].

Figure (2.8) Threats to wireless networks [10]
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2.15 The Sybil Attack:

In the first time, in peer to peer networks there Sybil attack was found. It creates

multiple identities from one node. It illusions the normal nodes through the multiple
identities. Sybil node is illusion to the nodes in the network traffic is very heavy near
him, that leads the traffic following him choose alternate route. After that Sybil attack
it gets empty route to himself. In Sybil attack one malicious node have control over
other Sybil nodes. Then it has control over all the networking protocols. The obtaining
of a new inexpensive identity encourages Sybil attack to create itself in Ad hoc and
WSN. Sybil node create several virtual nodes by simply assuming a new identity [5].
As what happened in 2014, it is exposed NSA/CIA by Sybil attack then it was exposure
to large financial loss. Sybil attack considers very dangerous to wireless networks
because it considers the entrance of different attacks. This type of attack causes
damages in divided storage, in voting, and in resource allocation. It is appeared in ad
hoc &WSN. There are many methods to protect the wireless networks. As shown in

figure (2.9) Sybil attack and how it locates between normal nodes [5] [16] [17].

Normal Nodes Sybil Nodes

Figure (2.9) Sybil attack [5]
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2.15.1 Creation of Sybil Nodes in Wireless network:

To creates Sybil attack in wireless network there are several ways based on the
communication, simultaneity and fabricated identities. It depends on how the nodes
communicate with normal node. Then it gets the information from the normal node
like the position and the ids. Sybil attack uses this parameter to create the same type of
identities then Sybil attack will destroy the network [16] [18].

1. Direct and indirect communication:
The Direct communication: when a node (Sybil) is communicated to a normal node
directly.
Indirect communication: when a node (Sybil) is not communicated directly with
normal node but by malicious nodes it is connected by intermediate node [12].

2. Stolen and Fabricated identities:
The Fabricated identities: it deals with the creation a new identity by the attacker.
The Stolen identities: it deals with stolen identities of a normal node by the attacker.
It creates a new identity similar to stolen identities.

3. Simultaneous and no simultaneous:
The Simultaneous: it creates multiple identities which participate in the network at
same time.

No simultaneous: it creates identities which participate in individual time.

2.15.2 The Types of Sybil attack:

Depending on the network behavior there are many types of Sybil attack. As the
voting, the distributed storage, the data aggregation, the resource allocation, and the

misbehavior detection.

1. The Distributed storage:

In this type, Sybil attack goes on the data replication and the data fragmentation. The
first type means the uniformity between the excess resources by sharing information.it
is attack to same data that is stored in multiple storages. The second type is same the
processing tasks execute in many times. The attacker listens to the same account of

tasks, that broadcast the identity then it gets the data from memory easily [16] [17].
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2. The Routing:

Sybil attack forgeries the number of nodes with multiple identities. However, it uses
the multiple paths in a network. It attacks the geographical routing protocol and
location based on routing protocol because the multipath routing. The node exchanges
the location information between the nodes. Then it addresses the packets
geographically during this routing. Each node is send the packet to the suspicious node
and then Sybil node does not transmit the packet to correct node [16] [17].

3. The Data Summarization:

It is a tool to reduce a communication cost of saved energy and it is easy to avoid
the redundancy of data. The data summarization is costumed to summarize the result
by using queries in different regions. Then it passes information from one node to
another [16] [17].

4. The Voting:
In some wireless networks the decisions are made by the voting. Sybil attack has
several identities, one node has chance for voting many times, consequently destructing
the process [16] [17].
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CHAPTER 3
Literature Review
Detect and Prevent Sybil Attack in (WSN and Ad hoc)
3.1 Introduction

Many efforts have been made and several security models have been proposed for
identify and avoiding Sybil attack. Most of proposed methods are able to detect Sybil
attack but some of these mechanisms are limited or impractical to apply it. This chapter
discusses some of these models and mechanisms which have been proposed to identify
and avoid Sybil attack in (Ad hoc and WSN) networks.

3.2 Detecting Sybil Attacks in Ad Hoc Networks:

The broadcast nature in transmission medium and an architecture of ad hoc
networks make several attacks to penetration the networks especially the Sybil attack
as it was defined in chapter two. For this reason, many researchers have made several
studies to detect and prevent Sybil attack. The following summary of these studies
depend on the name of the researcher.

3.2.1 Douceur in [44]:

This study explained the resource testing scheme to prevent Sybil attack in ad hoc
networks. This algorithm is based on the assumption. There is a limited resource for each
physical entity. So, depending on this scheme computation, storage, and communication
can be used for resource testing. The scheme of this method assumes each node has just
one radio which does not capable of send or receive on two channel simultaneously. If a
node wants to check the presence of Sybil nodes with its neighbors, it assigns its neighbor's
in different channel to broadcast the messages to a node. Then it is select randomly a
channel to listen. The node hears a message on the channel that is assigned by the verifying

node. it considers a normal node else the neighbor's node is treated as the Sybil node.

Problem
e Firstly, how the sensor node assigns a radio channels to their neighbor nodes.

e Secondly, this algorithm is consuming a large of battery power.
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3.2.2 Zhang et al. in [45]:

Another algorithm has introduced the concept of location-based cryptographic keys,
called pairing. In this algorithm, the private key of each node is added with its ID and
the geographic location. The Location Based Keys (LBKSs) are generated pairing that
based on identity of cryptography by an authorized person. This method includes a
secure LBK based neighborhood authentication and the ways to establish both the
immediate and the multihop pair wise that is shared keys. If Sybil node wants to take
a legitimate node and does not have the authentic LBK it cannot finish mutual
authentication with other normal nodes in successful manner. Sybil attack cannot claim
false IDs and locations without discovery. Then, the Sybil attack is detected in an
effective way.

Problem:
e This algorithm does not work in large ad hoc networks.
e The pairing consumes an energy.

3.2.3Arpita M. Bhise et al. in [47]:

This scheme is based on a behavior of packet that are entered to a network. Sybil
node creates fake identities that is deceive the system. Then it controls of a network
(denial of service (DoS)). So, the proposed method is also based on this behavior. It is
work on behavior of received packets. The incoming packet is a carrier its identity and
its location where to place. The IDs and locations is help to distinguish between the
normal packets and Sybil packets. When (IDs and locations) of the packet is entered,
it is same the received packet. Then it considers as the legitimate packet. But if the
incoming packets copies that creates the fake identities in different location and it is
detect Sybil packet.

Problem:

This method required for knowing ids and location to determine attack. This process

needs a long time to check the ids and location.
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3.2.4 Piro et al. in [24]:

This algorithm uses the mobility of nodes as a feature to detect the Sybil attack in
ad hoc networks. This mechanism considers all the Sybil nodes move together. If sets
of nodes are seen together for a long period of time by a monitor node, then they are
suspected to be the Sybil node. When using multiple observer nodes, the accuracy of
this algorithm increases.

Problem:
e This algorithm will be fails if the Sybil node continuously changes the identities of
its.

¢ The legitimate nodes can also be forgery by the Sybil attacker.

3.2.5 Bazzi et al. [46]:

This approach is proposed Sybil attack is based on network coordinates in order to
differentiate between nodes. The mechanism in this algorithm is based on assumptions.
Sybil attack have only one position in network that is defined in terms of its minimum
latency to a set of beacons. If the node is want to authenticate itself, it presents a
geometric certificate. That consists of verified ping times and a set of standardized
beacon nodes. The multi virtual machines is located at the same physical location with
the same certificate is address as one node.

Problem:

o If there are N malicious nodes with d different network positions thus, break the
protection of this method.

e The method very complex and energy consumptive.

3.2.6 Newsome et al. also in [47]:

This method is proposed the random key pre-distribution and registration. It is based
on key validation; in this model each node is choose keys in randomly from the pool
of' keys. The pool selects two nodes that share one key with some probability. The
identity of the nodes is combined with set of keys. So, all nodes are authenticated by
verifying some or all keys that it is request to possess.

Problem:
e This method requires more memory space for storing pair wise keys with its

neighbors.
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e Secondly, if an adversary is somehow able to compromise some keys.
it falsely requests the identities of several non-compromised nodes.
3.2.7 Diogo M onica [6]:

The author in this thesis used the Byzantine fault-tolerance techniques to prevent
Sybil attack in ad hoc network secure that typically depended on quorum based security
protocols. However, this protocol is possible to lose easily if one element partnered
with multiple identities in the network.

Problem:

The proposed method allows the normal nodes in one hop neighborhood to have
set of non-Sybil identities. The combination of many types of resource test is rely on
this method.

3.3 Protection (Measurements) Sybil Attack in WSNs:

The protection of WSNSs is the most important part. The Security in WSNs are
complicated because the broadcast nature of the wireless communication and there are
does not have hardware for the protection. The Sybil attack is a massive destructive attack
to WSN as was described in chapter two. There are many algorithms to prevent Sybil
attacks. Each algorithm has advantage and disadvantage depends on how works this
algorithm and its environment. The most important thing to prevent Sybil attack, it knows
how the attack creates itself. The following algorithms was proposed by different
researchers to prevent Sybil attack. It summaries according to the name of the algorithms:

3.3.1 Random Password Comparison to Prevent Sybil Attack:

This algorithm is proposed to address the different traffic levels and security
considerations during the data transmission in a WSN. Assumes the network G has a base
station BS, and comprises of N number of nodes deploys randomly. This algorithm
contains the routing table (R table-RPC) to store the information's nodes (ID, time and
password). The intermediate nodes in route are identify between source and destination
nodes. Then it compares with RPC database. The information if matches, the node

considers a normal node otherwise node considers Sybil attack [55].
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Network G is constructed with Number of Nodes

T

Generate table ti for ni , ti={cl, c2. c3 Generate table ti for ni,

ti={cl. c2, c3} where ci = NID, time, pwd

L 2

Discover the route among the elected node S, D Source

and Destination Node

¥

Check the route and verify the Sybil activity then pass the data

Figure (3.1) System model of random password comparison [55]
Problem:

e It is necessary to include the route repair mechanism, in case of route failure.
e The table-RPC is increased for more number of nodes that is distributed in the

network.

3.3.2 Based on RSSI:

The RSSI is the received signal strength in a wireless. This method is based on
getting a position of nodes and on signal strength. Each node has the same power
and computing capability. The positions of nodes consider fixed. The network

considers safe when the nodes use the signal strength [24] [56].

Problem: There is one drawback, is the nodes are time varying.
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3.3.3 Ant Colony Based Sybil Detection:

This proposed assumes a protocol to limit the influence of Sybil attack by
combining ant colony optimization (ACQO) algorithm, on ant colony optimization
(ACO) algorithm. When the node is move randomly it leaves traces on the path. It
is based on the nature of the ACO and limit number of attack. The system ensures
a normal node that is accept. The normal node accepts with high probability and

Sybil attack rejects with less probability in the network [57].

3 .3.4 Using Sequential Analysis to Detect Sybil Attack:

This method works in two stages. First, it collects the evidences by observed
neighboring node activities. Further, it collects evidences that are consolidated to
provide input to the second stage. In the second stage, collects evidences that are
validated using the sequential probability ratio test to decide whether the neighbor

node is Sybil or benign [58].

Problem: it is take a long time to assign penetration
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Chapter 4

System Model of Proposed Method
4.1 Introduction of Vehicular Network:
Vehicular networks are particular kind of mobile ad hoc network (MANET). In this

network used to use vehicle nodes. Vehicular networks have some limitation such as
quickly change in topology, not power bonds, large-scale, change of the network
density and aloft predictable. Usually the vehicles are moving with finite speed in the
road with a constant configuration of the road [59]. VANET is designed for increasing
comfortable ride, control vehicle traffic and road safety. For example, vehicles
cooperate with us for sensing information about traffic jams and send to the rest of the
vehicles, or to the Department of Motor Vehicle (DMV) to facilitate traffic rerouting.
As appears in figure (4.1) VANT.

Figure (4.1) Vehicle network [59]

The comminution between vehicles in VANTSs occurs through:

1. The Vehicle to the Vehicle (V2V).

2. The Vehicle to (RSU) and OBU (V2I).
The second type of communication it means the vehicle connect to the infrastructure
with 2 communication devices called the Road Side Unit(RSU) which is placed on road
side and On Board Unit(OBU) that is installed in vehicles. VANT is need to sensors
that is installed on vehicles to collect environmental and road information [60] [61].
The medium use to communicate amongst vehicles is 5.9 GHz. There are many attacks
vulnerable to wireless networks. Sybil attack considers one of important attacks that
was described in chapter two on this thesis [31]. There are many operations of Sybil

attack in various environments to destroy networks. This chapter presents the proposed
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method to detect and prevent Sybil attack. It is based on base station to forward all
the information about nodes to the Department of Motor Vehicle (DMV),then it allows
DMV to check the autographs of all messages. The main purpose of the thesis is to
detection and prevention of Sybil attack.

4.2 The Structure of Proposed Method:

This section illustrates the structure of the proposed method to detect and prevent
Sybil attack. It is assumed all nodes communicate in multiple hop manner. The Road
Side Box(RSB) is connected to the Department of Motor Vehicle(DMV) by the wired
network. DMV is responsible for certificate authority (CA) and manage vehicle
registration. The proposed method is based on DMV that provides a pool of keys. Each
node takes its key from the pool. These keys use to hide the node’s information. The
assigned key is hashed to a specific value, the hashing value used to prevent a node
from using multiple keys. By calculating the hashed values of keys to RSB and DMV
to determine if the keys are come from same pool. In this way the detection of Sybil
attack is happened.

4.2.1 The Department of Motor Vehicle (DMYV) :

This considers authenticate part that saves the node record and distributes keys to
each node.DMV has sufficient resources for producing the keys in quickly
manner.Then is store all the information about the nodes. It is responsible for any
authoritative certificate.

4.2.2 Vehicles:

There are untrusted parts.The communication between two of the nodes in
multihop manner. The messages is exchanged between two nodes is signed by DMV.
4.2.3 Road Side Box (RSB):

RSB is like wireless access point. It is put along the roads and linked to DMV by
wired network.It works as intermediate node to DMV. The RSB observe nodes activity
and it is identify the suspicious behavior then it makes a report to DMV for
confirmation. Sometimes DMV is may be attacked, for this reason it cannot be used
for critical functions. Nevertheless they, it improves the scalability of the network. The

proposed method can display as figure (4.2).
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Figure (4.2) The architecture of the propsoed method

4.3 Attackers Actions in The Proposed Method:

This part explains the actions of attackers which are expected to occur in the propsed

network, as the folowing:

4.3.1 Advertise a False Message and Inject False Data:

The nodes sign a false message then it is broadcast to other nodes. The message
cannot recognize the attakers because it is signed by a CA.This attack can have an
effect on a voting system, the voting system fails if the attacker generates enough false
identities to break the normal vehicles.

4.3.2 Sybil Attack:

A node is consider Sybil attack when it uses multiple keys to sign one message. The
node specifies from a set of keys that can use.In this point the privacy of node is
compromise. The nodes and RSB hear multiple messages that is signed by attacker.
They cannot recognize these keys if it belongs to the same node.

4.3.3 Compromised to RSB:

RSB are Semi-reliable part. The RSB is compromised by the attackers. If the RSB

is compromised,it is easily detected by the DMV. Then it is removed quickly. So , the

attackers can gain information that is stored in the RSB.
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4.4 The Structure of Event to Sign the Message :

In VANT the nodes broadcast a special events to sign the message then it control
them. Must to find the sum of nodes that are send the same message.
The event is a row of information ,it is set as (t, |, ). It creates predefined time (t€T)
in predefined area (IEL) for type of event(e€E). The (T-L-E) are dyployment to each
node in the VANT. As is explained in chapter 2 ,Sybil attack is exploite the VANT
with multiple keys.The event is prevent the attack through the limitation of using the
keys,it means a normal node uses one key that sign one event.To recognize normal
use from wrong use of keys through the following , if one node uses two or more keys
to sign one event, as two or more nodes are report the same event. This action considers

Sybil attack.

4.5 The Proposed Method Scheme:
In the proposed method DMV is responsible for detecting attacks with the help of

RSB. RSB talks DMV when is suspected malicious node that is need to confirm. The
RSB are not reliable part because that, the nodes information is available to DMV
cannot transfer to RSB. There several constraints of the proposed method, because that
the nodes are divided into groups then it releases the group information to RSB. This
information is allowing RSB to detect a suspicious behavior. This information is not
enough to RSB to track the equivocal nodes because of RSB does not distinguish
between a node or a group of nodes. The creation a group of nodes is used by one-way

hash function, that hashes the keys through the initialization step.

4.6 The Initialization Step:

e Firstly, DMV knows the total number of nodes it is register each node.

e DMV is responsible for generating enough yearly keys for all nodes.

e After producing the keys that assumes is p:

a) DMV first is hashed (p | ke) by using a one-way hash function, when ke is consider

a global key.

b) Then DMV selects the set of bits for that is hashed. The selected bits are named as
“coarse-grained hash value”.

c) After that, the key p is placed into a group that is store the keys with the same coarse-

grained hash values.
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The other format, each key p in the S-th coarse-grained group, have H(p|kc) = I'm
wherever H is consider a one way hash function, and I'm is consider the coarse-grained
hash value for group S. These groups are named as “coarse-grained groups”.

e Next, DMV is calculate the hash value for above p with a new key kf .

e DMV is select the set of bits for the result. This selected bits are named as the “fine-
grained hash value”.The key p is put into a subgroup of the coarse-grained group, is
named fine-grained group. All the keys have the same fine- grained hash value. Each
key p' in the R-th fine-grained group under the S-th coarse-grained group, it have
H(p' |[«f) = ®n where On is consider as the fine-grained hash value for the subgroup
N.

The above steps are named as “two level hash”. As appeares in the figure (4.2). DMV
holds the generating and the two level hashing keys until all finegrained groups hold a
sufficient keys for a node's use.Then DMV is load a unique finegrained group of keys
to each node at the time of yearly node registration.DMV is store the corresponding
(I'm|®n) as the node’s secure plate number. Through the above details DMV is show
the map from secure plate numbers to nodes is one2one. Consequently , DMV is must
careful when it selects the length of (I'm &®n).The secure plate numbers must be
greater than or equal to number of nodes.

The two level hashing is keep storage to DMV because DMV is link a key to a node
by computing its coarse-grained and fine-grained values. Thereafter, DMV is
compare them with the secure plate number (F'm|®n). This process is avoid for needing
the preserving node secure plate numbers and key collectivities. After the initialization
stage DMV is keep the secure plate number for each node and the finegrained hash is
key «f .In the figure (4.3) shows the DMV.
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Figure (4.3) Work of the DMV
4.7 Generating the Keys:

The lifetime of coarse grained key ke takes into account when it produced the
keys. Sybil attack can access the RSB and can know the keys for all nodes in this
time. The privacy of nodes are based on the lifetime if it is too long the privacy is
considered bad. Thus, the keys must give short lifetimes such as two days or less.The

initialization stage is divided the time into Q intervals and each interval is one day.

4.7.1 The Initial key Generation:

e DMV uses a series of coarse-grained keys Ke instead of one key, kc to hash the keys.
e Each key k¢,R € Ke is generate keys for the R-the time interval.

e The keys that are hashed to I'm with the key kc, R. It is placed into the S-th coarse-
grained group and it can use in the R-th time.

e When the time is finished the keys are rejected.
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4.7.2 The Expired Keys:

This subsection is explained the advantage of the proposed method to prevent Sybil
attack. The expired keys use to sign the events. DMV uses the various keys to generate
certificates for keys in various time .The nodes is distinguish an expired key by check
thire certificate.As the folowing steps how to create expired keys.
¢ DMV keeps all the coarse-grained hash keys at the beginning of R-th time.
¢ DMV sends the key k¢,R to RSB.
¢ RSB keeps each valid coarse-grained key just for short time.

o If RSB compromises, Sybil attack gains just the coarse-grained hash key for the
present time .

e The limitation of fine-graind key kf can not be assumed because of DMV cannot
release it .

o Sybil attack cannot gain fine-grained key kf by compromising RSB .

4.8 Detection of Sybil Attack :

The basic idea of the proposed method is for detecting Sybil attack. RSB hears all
the nodes with its communication range when the nodes communicate with each other.
RSB put the keys that are used to sign the event (ti- lj-ek) in the list (Li-j-k). When all
keys are collected to event (ti- lj-ek). To detect Sybil attack in RSB will be as the
following :

1. RSB passes each key p in the list ( Li-j-k ), and it is calculate the coarse-grained
hash value H(p|ke). (Remind: the ke before is deployment to RSB in the
initialization step.)

2. Subsequently it compare:
If dp, p' € Li,j,k such that H(p|kc) = H(p'|kc)

3. RSB observes two keys of the same coarse-grained hash value that are used to sign
event (ti- lj- ek) as the following:
(a) Sybil attack is one node when use multiple keys to notify the same event.
(b) false alarm is an event notify by two nodes that keys are in the same coarse grained
group.
RSB does not distinguish between (a) and (b). RSB is send a report to DMV which is
contain :

1. Event (ti- lj- ek) .

2. The hash value is I
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3. The keys that coarse-grained hash value is T'.
4. The signatures of the event.
5. The certificate of the keys.

When the report is received by DMYV, it is checked for the signatures and the coarse -
grained hash value I' to prevent a compromised RSB .I1f RSB fixes to be authentic, DMV
computes the fine-grained hash value H(p|kf ) for each key p in RSB report.

If dp, p' in the report such that H(p|xf) = H(p'|xf)
DMV is consider p and p* are from same node that is Sybil attack.Then, DMV is take

moreover action to remove Sybil attack. This approche guarantes to detect Sybil attack.
4.9 Remove the Keys:

When a Sybil attack is detected ,DMV must remove all the keys. This part explains
three possible methods to remove the keys. To select one of these methods it is based
on the resources of the network. The summaries of these methods has the following:
4.9.1 Revocation of theTamper Proof Device (RTPD):

This type requests to hardware instaled on the nodes. In a Tamper Proof Device
(TPD) used to store keys and to sign messages that are installed on all nodes. When is
observe Sybil attack, DMV is send a removing message to the TPD. Then the TPD is
erase all the keys and it is stop the signing messages. In this method DMV removes a
node in one message.

4.9.2 Revocation Using Compressed Certificate Revocation Lists(RC2RL)

This method does not use hardware as TPD. It creates a bloom filter(BF) for all the
keys to be removed. The bloom filter broadcasts to all the nodes. When a massage is
received the node is use the BF to check its key. Then it drops, if the key is found
removed,the capacity of all FBs is detected such as 10s of Kbytes. DMV needs to flood
tens of Kbytes to remove a node during the network.

4.9.3 Create Secret Key to nodes' Backdoor':

The last method creates a secret key to the nodes. These key considerers such a
“backdoor”. The Group Signature(GS) scheme that proposed in [54] is used to produce
as a backdoor. In the GS approach, all nodes are balanced between group public key
gpkCA and private signature key gskV .Then, it generates its own keys.
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Chapter 5

Simulation and Result

5.1 Network Simulator by NS2:

NS2 is an open source simulator. It was designed to research in computer

telecommunication networks. From 1989 until these days NS2 has great desire by
industry, academia, and government. After many years of researching and
development NS2 contain the modules for numerous network components that are
as the routing, transport layer protocol, and application. The examination of
network performance, the researchers are use the scripting language for configuring
the networks, and monitor the results.NS2 is widely used in the open source

network simulators. Figure (5.1) shows the scheme of NS2 program [42] [43].

ne-2
imulati .
OTcl Script OTdl Interpreter + —{  Network Animator
* Network Topology | oM Trace )
* Simulation Scenario S
C#+ Libraries | |- ?MI_QLM_N& | Trace Graph
imulation Trace (1)

Figure (5.1) NS-2 schematically [42]

The core of NS2 is written in C++, and it is available for different platforms.
However, users interact with NS2 via writing TCL (Tool Command Language) scripts.
It must contain all of the commands needed to run the simulation such as setting up the
topology, specifying and wireless parameters, etc. There are several simulators such as
Riverbed Modeler Academic, OPNET Modeler, Matlap, and OMNeT++ [42],[43].

Table (5.1) shows the comparison between four simulators based on different factors.
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Table (5.1) Comparison between simulators [43]

Factor Opnet QualNet Ns-2 OMNet
Topology definition Proto-C.00 C++and )
Parse ,C Flat files C++
Language /Model models OTcl
o GUI based ) OTcl based )
Input/output definition _ Flat files ] Flat files
editor ,Proto -C files
OSI Layers Available Available Available  [Basic modules
Radio propagation _ ) )
Available Unknown Available | Not available
Models
Traffic generation Available Unknown Available |[Not available
Modifiability Moderate Not so easy | Complex Good
) ) ) Free for Public ) |
Licensing Commercial v ] Public domain
universities domain
Scientific acceptance Reasonable Good Very good Reasonable

5.2 Simulation Setup :

The proposed method is simulated by NS2 .The Secure Hash Algorithm1(SHA-1) is

used as hash function.SHA-1 is special category of hash function which have certain

properties that makes it appropriate for using in cryptography.SHA-

Imathematical algorithm which maps the data of arbitrary size to the bit string of the
constant size (a hash function).lt is designed as one way function ,it is not possible for
inverting. Often input data is named message, and output (hash value or hash) is named
the message digest or simply the digest. In figure (5.2) shows the work of SHA-1.
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Figure (5.2) SHA-1 Secure Hash Algorithm 1 [63]

e In the first step of the proposed method in the initialization stage, is used SHA-1hashing
function for producing keys that are sufficient for using.

¢ The major simulation parameters are shown in table (5.2) .

Table (5.2) The Parameters of Simulation

Parameters Value
The length of street(m) 2000
The communication of radius(m) 300
The width of street 4
The width of path(m) 4
The speed of vehicles (m/s) 30-40
The keys on the day 20
The packet rate (pkts/s) 3
the time of work(s) 400

e In this simulation it is generated randomly events with various (time-locations- types)
, then is stored them in an array.

e When generated events, it is assumed length of time= 20 seconds. The length of
location = 250m. The total number of 5 the event types.

¢ Every node can access in periodically manner to array, it gains events with the present

time and the location node, and it broadcasts them.
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There are four types of nodes:

A. Normal node

B. Malicious node (Sybil attack)

C. RSB

D. DMV
The normal node is sense periodically the events, and sign then it broadcast them. Sybil
attack produces the random number of the events. Thereafter it is sign every event with
multiple keys and it is broadcast them. The RSB, DMV their works have been
mentioned in the previous chapter.

5.3 Generating Keys in Theoretical and Experimental :

This section presents the result of simulation for the proposed method to detect Sybil
attack. It is supposed NV nodes in total and each node is need M keys. Also it is
supposed a hash function producing equally to distribute hash values.

e Firstly,it is calculate an upper limit that is expect of number of keys means DMV is
find for all nodes.

o [t begins from M = 1., The expected number of generated keys is :

Np =NV logNV +uNV + 1/2 + o(1)
where p = 0.577.
forM=>1
Nu =M X (NV logNV + pNV + 1/2 +o(1)).

Furthermore, it is found the definition of Np that it have the lower limit O(MNYV ).
Then, it is concluded that in order for generating year’s keys. The number of keys
which DMV is need for generating is between O(MNYV ) and O(MNYV logNV ).

e Secondly ,it is calculated the cost of generate keys. In this scheme ,the keys of all
node are divide into d equal divisions. All divisions are mixed of special key. DMV is

needed for generating M/d keys for each node with each hash. So, it has:

Nu=d ((M/d)x NV logNV + uUNV +1/2 +o(1))) (1)
=M x (NV logNV + uNV +1/2+ o(1)) (2)
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The lower limit of number of keys stills O (MNV). Then, the upper limit and the
lower limit of the expected number of generated keys residue the same. So, each time
has only one key, the expected number of generated keys reaches the upper limited Nu.
e Then, it is used the simulator NS2 to generate the keys. In the figure (5.3) compare
between theoretical and experimental results to generate the keys. The experimental

result is located between the upper limit and lower limit.

[5s]

TOTAL NUMBER OF GENERATED KEYS
o))

N

(o]

0 50 100 150 200
NUMBER OF NODES

Figure (5.3) Generating keys.

The blue (dotted) line is the simulated results=176 keys , the green (solid) line is the
theoretically calculated =110 keys upper limited values, and red (dashed) line is the

theoretically calculated=70 lower limited values.
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5.4 The Privacy of Experimental Results:

Assume RSB is compromised and Sybil attack gains the coarse-grained hash
keys that is kept in RSB. In this case, the attacker knows only the coarse-grained hash
values of all the keys. However, because it is shared among multiple nodes the
knowledge of a node’s coarse-grained hash value does not compromise its anonymity
fully. Here, it is used the k-anonymity model in [54] for estimating the privacy. To
avoid the unclear of k in the k anonymity with its keys, the name of the sample privacy
itis N anonymity. To evaluate the privacy of nodes, it is produced keys for 256 nodes,
and it is picked randomly the subset of nodes to check its anonymity. The results are
appear in the figure (5.4). It appears the anonymity of the nodes which is closer to zero
when the number of bits of coarse-grained hash values goes to 5. For more nodes, it
expects a coarse-grained hash value that is necessary to reduce anonymity. For (224)
nodes, it expects a 20-bit coarse-grained hash value that makes the anonymity = 0.(

The expection for more nodes requires a longer coarse-grained hash to reduce the

anonymity.)

ANONYMITY OF NODES

1 15 2 25 3 3.5 - 45 5
NUMBER OF BITS OF COARSE-GRAINED HASH VALUES

(¥,
(%]

Figure (5.4) The anonymity of group of nodes
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5.5 Communication Overhead in Experimental Results:
5.5.1 The Overhead on RSB:

In the figure (5.5) is explain the number of the packets that are treated by RSB.
Through figure (5.5) the number of the packets that are received by RSB, it is increase

with increase the sum of all attackers or sum of normal nodes.

COMMUNICATION OVERHEAD OF RSB, 3 ATTACKERS
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COMMUNICATION OVERHEAD OF RSB,7ATTACKERS

-]
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e
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a P
o —
Z 5000 -
= -
o -
[ —
w5000 i s
g -
Q 4000 &
o
O 3000
-
.
£ 2000
=z

1000

0 20 40 60 80 100 120
NUMBER OF NORMAL NODES II
(b)

Figure (5.5) (a), (b) The number of packets from nodes to RSB
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5.5.2 The Overhead on DMV:

The sum of packets that are sent to DMV it is exam, when RSB detects the malicious
nodes it notifies DMV. The measurement is indicated of the transmission overhead
over the wired network that connect RSB and DMV. The computation overhead of
DMV is indicated by the number of the packets that are forwarded by RSB. Because
DMV should process each packet for detecting Sybil attack. The results of packets that
was sent from RSB to DMV appears in the figure (5.6). The conclusion of this figure,
if the number of coarse-grained hash values increases, the number of packets that
transmitted increases. In the figure (5.7), it is show the number of keys from RSB a
little decrease when it increases the number of coarse-grained hash values. This result
differs from the result that is appear in figure (5.6). There is concluded as the following:
a) A large number of coarse-grained hash values, it is decrease of false alarms.

b) From figures (5.6), (5.7) the transmission overhead of DMV considers very big and

causes complex computation overhead to DMV.

COMMUNICATION OVERHEAD OFDMV

OF PACKETS FROM RBEBTO DMY

MLIM BER

MUMBER O F NORMAL NODES

2 hash values=Black line(solid),4 hash values=Green line (dotted),8 hash values=Blue
line (dashed),16 hash values=Red line (solid).
Figure (5.6) Number of packets sent from RSB to DMV
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Figure (5.7) (a), (b) Number of keys between RSB and DMV
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5.6 Latency for Detecting Sybil attack in Simulation:

In general ,the definition of latency is the delay from input into a system to required
outcome.So, in the networks is a term of how much time it is take for a packet of data
to obtain from one node to another. In this proposed method is assuming the latency At
to detect Sybil attack is defined as T detect, T attack.

e T detect: considers the time which the attacker is detected by DMV.

e T attack: considers the time which the attacker first times attacks.

The proposed method is guarantee to detect Sybil attack when At is shortest. As is
discussed before RSB can detect one malicious node in each period time. Thus, the
initial time that an attack being hugged is in the next period time of that attack, and At
IS expected to be the length of the time interval. In Figure (5.8) it appears the result At
for the propose method and it summarizes as following:

eThe At increases when is increase the number of nodes. The At increases when
increasing the number of " coarse-grained hash values.

e The At will be greater than length of the period of time when number of nodes is > 90.

e There are many differences because the large number of normal nodes that causes
huge communication overhead on DMV.

¢ This overhead causes delay for RSB report because limited bandwidth between RSB
and DMV.

DETECTION DELAY

H B oW
5 0 O

AVERAGE DETECTION DELAY (SEQ

0 20 40 60

NUMBER OF NORMAL NODES

2 hash values=Green line (dashed),8 hash values= Red line (dotted),16 hash
values=Blue line (solid)

Figure (5.8) Detection latency
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Chapter 6
Conclusions and Future Works

6.1 Conclusions:

This thesis focused on Sybil attack on wireless networks especially in (WSN
and Ad hoc). This thesis addressed the advantage and disadvantage to the previous
studies in wireless networks and depending on these studies to propose our method that
is found in this thesis. The proposed method is to identify and avoiding Sybil attacks
in VANET. The proposed method is based on cooperative between DMV and RSB to
manage the network, and it release the little information based hash value. Also, DMV
is responsible for all certificate authority (CA). Also is discoursed some developments

on our scheme that is based on simulation results.

6.2 Future work:

There are many a good future works to develop the proposed method. Firstly,
the prediction of the ratio and activities of Sybil attack. The estimation of the ratio of
Sybil attack it makes the proposed method efficiently to detect the attack with low cost
and delay. Secondly, DMV can be deployed to different areas which reduce the central

management. Other future work creates more than RSB of the network.
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