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ABSTRACT

A CLIENT-SERVER ARCHITECTURE FOR LIVE VIDEO STREAMING USING
OBJECT RELATIONAL DATABASE

OZDEMIR, Serkan

M.S.c., Department of Computer Engineering
Supervisor: Assist .Prof. Dr. Murat SARAN

June 2013, 99 Pages

This thesis focuses on live video streaming and offers a new approach based on
client-server architecture using relational database. The thesis also analyzes the
traditional live video streaming concepts and challenges such as performance
problems. On the other hand, this study aims to implement client-server architecture
in order to gain performance and provides a faster retrieval and storing time, better
download time with minimum metadata by using relational database. This
architecture also provides multiple accesses on different domains like embedded
devices, Internet based smart TVs etc. The study also covers a Windows desktop
application which consists of two live video streaming approaches. Implementation
tries to compare traditional video streaming using TCP sockets and client-server
model using relational database. MySQL and Apache web server were used to
support the thesis proposal. Implementation was tested with various amounts of
clients and parameters such as frame rate, buffer size and picture quality. Test
results and conditions were also included in the thesis text. Briefly, this thesis tries to
provide a better client-server live video streaming solution using the abilities of web

and database servers.

Keywords: Streaming, Live Video, Broadcast, Relational Database, Client-Server
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0z

NESNE TABANLI VERITABANI KULLANILARAK CANLI VIDEO AKISI ICIN BIR
ISTEMCI-SUNUCU MIMARISI

OZDEMIR, Serkan
Yiksek Lisans, Bilgisayar Muhendisligi Anabilim Dali
Tez Yoneticisi: Assist. Prof. Dr. Murat SARAN

Haziran 2013, 99 Sayfa

Bu tez canh video akigi Ustline yogunlasarak ve iliskisel veritabani aracihdi ile bir
istemci-sunucu mimarisi dnermekte ve ayni zamanda klasik canl video akis
yaklasimlarini inceleyerek, bu yaklasimlarin performans, kalite gibi sorunlarini
incelemektedir. Tezin diger bir amaci ise iligkisel veritabanini kullanarak verinin
daha hizli depolanmasi ve cekilmesi, daha iyi veri indirme silresi sunmasi ve
gereksiz veri basliklarini engellemesi noktasinda bir istemci-sunucu mimarisi
olusturmaktir. Bu mimari sayesinde gémilii sistemler ve internet tabanh akilli TV
uygulamalari gibi farkli konumlardan veriye erisim mimkin olmaktadir. Bu ¢alisma,
iki farkh canli video akis yaklasimini test eden bir Windows masaiuisti uygulamasi
da igermektedir. Uygulama, TCP soketleri kullanilarak gercgeklestirilen klasik canli
video akigi ile iligkisel veritabani kullanarak yapilan istemci-sunucu tabanlh canl
video akisini karsilastirmaktadir. iliskisel veritabani kullanilan yaklagsimda MySQL
veritabani ydnetim sistemi ve Apache web sunucusu kullaniimistir. Tez uygulamasi
farkli sayidaki kullanicilarla ve gergeve orani, depolama boyutu, resim kalitesi gibi
cesitli parametrelerle test edilmistir. Test sonuglari, test ortam verileri ile birlikte
sunulmugtur. Ozetle bu tez, web ve veritabani sunucusunu kullanarak daha iyi bir

istemci-sunucu canli video akis galismasi Uretmeyi amaclamaktadir.

Anahtar Kelimeler: Video, Canli Akis, iliskisel Veritabani, istemci-Sunucu
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INTRODUCTION

Live video streaming simply refers to delivery of multimedia that is received by an
end user from a provider [1]. This transfer is achieved constantly in this manner.
Live video streaming is the most important topic in telecommunication systems
(radio, television, etc.) since the need of video-based broadcasts is increasing
rapidly. The first “streaming” was used by IP Networks for video on demand (VoD)
in 1990s [2] [3].

Live video streaming needs a source (such as a camera), an encoder to make data
recognizable, a publisher and a distribution network to deliver the content.
Traditional live video streaming is based on this architecture to send single resource

to multiple clients.

However, there are some challenges to overcome such as performance, download
time and metadata problems in order to access data from the side of client. Because
traditional live video streaming is mainly accomplished by point-to-point connections
and requires buffering, compression and decompression of data in a traditional

streaming approach.

User Datagram Protocol (UDP) is very popular to deliver video and audio in real
time because of its lower latency and faster delivery. In spite of this trend, HTTP
based live video streaming is being considered by many researchers and content
providers. Transmission Control Protocol (TCP) based solutions reuses the network
infrastructures. So, amount of outbound traffic is reduced via widely deployed
caches [4]. This also prevents scalability problems of servers. Real-time Transport
Protocol (RTP) and UDP based solutions have problems with firewalls and NATs
when the data traverse. HTTP streaming is easier than UDP in this manner, since
the HTTP based solutions can easily use the abilities of typical web servers to deal

with various media files.

Video on demand offers an approach called progressive download, which does not
download the whole video at once, but downloads it in small parts and plays it

immediately.



Peer to Peer (P2P) streaming is a new paradigm to deliver content to a large
number of clients at the same time with low cost. There are many applications that
offer this solution. But the key point is to analyze its performance with various
parameters to provide a good solution from the client’'s point of view [5]. But,
generally, P2P solution is better if the number of clients is extremely large. Another
increasing demand for P2P is hybrid P2P which focuses on Internet Protocol
Television (IPTV) channels. Hybrid peer to peer approach deals with the cost of

peer to peer solutions while the content is hosted.

This study aims to implement a client-server architecture to gain performance and
provide a faster retrieval and storing time, better download time with minimum
metadata by using relational database. This architecture also provides a multiple
access on different domains like embedded devices, Internet based smart TVs etc.
Relational database for streaming which allows querying in a semantic way will

provide a solution to data access problems.

Implementation uses relational database in server side to store and retrieve video in
a fragmented format to share stream with multiple client at the same time without
any loss. As a result, we expect a more reliable, secure, and faster live video

streaming via relational database.



CHAPTER 1
VIDEO STREAMING

1.1 Background

Delivery of user generated and live videos are very popular topics nowadays with
the increase of bandwidth capacities and interest in video sharing communities.
Digital contents such as mp3 music and videos became popular in the early 1990s
and the need for sharing these kinds of content increased rapidly and video player

devices replaced with digital media players by the increase of hardware capacities.

Live video streaming began to play a significant role with the increase in bandwidth
capacities in Internet. Now, live video streaming consists of various elements like
video source, receiver and a transmitter. Currently live video streaming is used in
wide range of categories. Most popular concepts are e-learning, IPTV, radio, video
sharing sites like Ustream [6] and areas such as security, and medical. The most
common video streaming architecture is shown in Figure 1 below. Basically, it

consists of a video source, destination, media publisher and transmission line.

Encoder and

Media Publisher Clients

Video Source

o ¢ & -333

Figure 1. Typical Delivery of a Live Video Source

Live video streaming was supported with many standards, and researchers focused
on the best video experience for the users. The most common protocols are listed
below [7]. Each of the protocols below has both advantages and disadvantages

depending on the usage, amount of clients and transmission line.
1. UDP, User Datagram Protocol
2. RTP, Real-time Transport Protocol

3. RTSP, Real-time Streaming Protocol



4. RTCP, Real-time Transport Control Protocol
5. SCTP, Stream Control Transmission Protocol
6. TCP, Transmission Control Protocol

7. P2P, Peer to Peer

P2P based live video streaming became very popular since the ability of P2P is very
strong. If the number of receiver clients is too large, P2P based solutions should be

considered. We will focus on these protocols deeply on the next topics.

There are also 3 most common delivery methods. These methods are listed below:
1. Unicasting
2. Multicasting

3. Splitting

1.2 Historical Development

First transmission of signals was granted in the early 1920s by George SQUIER
over electrical lines [8]. This invention was the basic of live streaming which
provides continuous music and video to clients. But Real Networks [9] is the first
company which delivered a live video on 1995. They streamed a baseball match
over the Internet. After 1995, many companies started to use live streaming actively

in the streaming media market.

1.3 Protocols

1.3.1 User Datagram Protocol

User Datagram Protocol (UDP) is the famous member of streaming protocol suite.
UDP was designed by David Reed and defined in RFC 768 [10]. UDP send
messages called datagrams. It does not verify the message if it is sent or not. In this
manner, it uses a simple architecture with minimum mechanism. So there is no
guarantee of delivery and the stream between source and destination is extremely

unreliable.

If error checking and quality of service does not have a priority, UDP would be a
better solution. Otherwise TCP, Transfer Control Protocol which provides

handshaking facilities, is suitable for the design.

Here are the most common advantages of UDP:



1. Transfer is straight forward.
2. Datagrams are open to development in order to model other protocols.

3. It provides simple implementation and suitable scalability.

B

It is ideal for real time transmission.

5. ltis free of retransmission and it makes it suitable for VolP and online

gaming.
Byte
e - q ’ -
Offset J0 | [ | | L L 2 L1 | EX
0 Source Port Destination Port :
1 | & | i § | 1 1 | | i § | i i | | 1 1 | | 1 1 | i 1 | A § | | b i 1 | 1 | i & | By.les
4 Length Checksum +
T T ! L) T T T I T ! T L) y T ! ! T T L) T ! T I T T T T ! T ] T
Bit Yo 1 2 3 4 5 6 7'8 9 123 45% 789 1234567829 1
0 0 0 |
|4— Nibble +|— Byte —b}— Word >

Figure 2. User Datagram Header Format

Datagram sockets are used to grant delivery streaming. As seen in Figure 2 above,
socket needs to start from a source port and a destination port. Port field in the
“‘Datagram Header Format” is 16 bits. So, port value must be between 0 and 65535.
Ports between 49152 and 65535 can be used for any purpose since the ports

between 0 and 49151 are occupied by various services and standards.

UDP messages are carried on IP and header contains 4 fields. Each field is 16 bits

and source port field is optional in IPv6 version.

Here are the details of UDP fields [10]:
1. Source Port: It refers to sender’s port and must be null if it is not used.
2. Destination Port: It is a required field and refers to receiver’s port.

3. Length: This should be the total byte of header and datagram. It should be at
least 8 bytes since the header is 8 bytes. IPv4 limits the maximum size of
datagram to 65535 bytes + header. But IPv6 offers a better size of space for

datagram.

4. Checksum: It is used to detect problems and optional in IPv4. Checksum is

computed via summing all 16 bits using one’s complement.

Official RFC 768 declares IP interface as follows:



“The UDP module must be able to determine the source and destination
Internet addresses and the protocol field from the Internet header. One
possible UDP/IP interface would return the whole Internet datagram
including all of the Internet header in response to a receive operation.
Such an interface would also allow the UDP to pass a full Internet
datagram complete with header to the IP to send. The IP would verify
certain fields for consistency and compute the Internet header
checksum.” [10]

UDP uses a simple structure and may be a good solution if the confirmation is not
required by the sender. For example, a VolP user may receive the sound with a
small delay or jitter. But the client does not need to verify the message if the

problem is tolerable by the receiver.

UDP does not have any timeout, retransmission or acknowledgment mechanism.
UDP is completely unreliable in this manner. So, if the streaming design is based on
security feature, TCP should be preferred for the streaming design. Figure 3 shows

the jitter frame in UDP due to lack of acknowledgement mechanism.

upp
Figure 3. Jitter Frame Ratio is Higher in UDP [11]

UDP send messages one by one and it is possible for one message to reach to
destination after its successor. UDP does not have any mechanism to control order
problem. UDP is extremely lightweight because of not having control mechanism for

error checking or retransmission etc. So it is carried on top of IP easily.

1.3.2 Real-time Transport Protocol

Real-time Transport Protocol (RTP) is an application layer protocol and especially
used for streaming audio and video. It transmits real time data over packets and it
has header and information sections that include retransmission and reordering
control for any frames that are out of order. It also has identification section for

encoding of media [12].



In Real-time Transfer Protocol, TCP and UDP can be used. Handshaking is optional
and this feature is an advantage for RTP. RTP is usually combined with RTCP
which includes the information about quality of service and statistics. If they will run
together, RTP port should be an even number. RTP usually uses 1024 and 65535
ports.

RTP is designed for multimedia data to be streamed from one peer to end peer in
real time and has capabilities to prevent jitter and adjust the problems. It support
multicast functions like transferring media to multiple destinations. RTP is not
efficient on audio delivery since the correction of lost packets consumes intolerable
time. So, correction of one packet usually results in new packet lost. For this reason,
RTP is usually based on UDP.

RTP has two sub-protocols:
1. Data Transfer Protocol
2. Control Protocol
Besides the protocols above, there are two more optional components:
1. Signaling Protocol
2. Media Description Protocol

RTP has a session mechanism and it grants a separate session for each multimedia
stream. RTP handles different sessions for audio and video where each session has
IP address and port numbers for RTP.

bit offset 0-1 2.3/ 47 8 915 16-31
0 Version |P X | CC M| PT Seguence Mumber
32 Timestamp
64 SSRC identifier

96 CSRC identifiers

96+32=CC Profile-specific extension header ID Extension header length

128+32=CC Extension header

Figure 4. RTP Packet Header [13]



RTP is based on application layer and suitable for integration to new formats such
as H.264, MJPEG. RTP allows it in packet header and encoding information can be
placed within RTP profile. RTP header has many optional fields after size of 12
bytes. In Figure 4, all fields are shown with offset values. Below are the fields of
RTP header:

1. Version: It refers to protocol version.

2. P: Padding.

3. X: Extension.

4. CC: Contributing source count. It contains the identifiers.
5. M: Marker.

6. PT: Payload Type.

7. Sequence Number.

8. Timestamp.

9. SSRC: Identifier of synchronization source.
10. CSRC: Identifier of contributing source.

11. Extension Header. This field is optional.

RTP was initially designed for multimedia conferences for the multi-participants. But
it also provides other functions like storing continuous data, distributed simulation

and control applications [13].

RTP has not any control activity to make sure that delivery is successful or not.
RTP itself does not guarantee the delivery and out of order problems. So, RTCP is
used to monitor the quality of service and prevent the out of order problems [13].
RTP offers a new generation of application level protocol to be integrated with any

kind of encoder and protocol.

1.3.3 Real Time Streaming Protocol

Real Time Streaming Protocol (RTSP) is a control protocol to deal with networking
applications. It is widely used in TV media and communication systems. Protocol
manages the transfer between end peers. It offers new generation actions such as

pause, seek etc [17]. Once the stream is delivered to client, both server and client



have ability to obtain resource description, session link and control play via
switching RTSP message [17].

There are two types of messages in the protocol. Request and response messages
usually include state messages and responses to related requests. There are
several types of request messages in RTSP. Figure 5 includes an example of client-

server communication:

RTSP Client RTSP Server
SETUP ’
2000K
<
PLAY >
2000K
<
PAUSE
o
2000K
<
TEARDOWN
»
2000K
<

Figure 5. A Typical RTSP Client-Server Communication [17]

1. SETUP: Initiates the session and queries the server for any available stream

resource.

2. PLAY: Simply delivers the media.

3. PAUSE: Stops stream but it does not break the session.
4. TEARDOWN: Breaks the session.

5. SET_PARAMETER: Sets parameters for the session.

6. GET_PARAMETER: Gets parameters from the session.



After the link of session, RTSP itself does not operate the control of streaming
media. Most of the RTSP media servers use the Real-time Transport Protocol and
Real-time Control Protocol to deliver the stream. On the other hand, some custom
protocols can be used instead of RTP. For example, Real Network uses Real Data

Transport (RDP) [18]. However it is not widely used in streaming market.

RTSP allows custom directions to manage streams. RTSP has ability to deal with
concurrent sessions and control on state identifier. RTSP operates with TCP to

establish connection between end points.

RTSP uses 554 as port number in transport layer and has OPTIONS feature like in
HTTP requests. RTSP control messages are bidirectional. They can be sent from
client to the server and from server to the client. For the available request types,

OPTIONS request is sent from client to server.
Client to server:

1 OPTIONS rtsp://example.com/media.mpd RTSE/1.0
2 CSeq: 1
5 Beqnire: implicit-play

5 Proxy-Bequnire: gzipped-messages

Response from server to client:

1 ETSPF/1.0 200 OK
2 CSeq: 1
Poblic: DESCRIBE, SETUP, TEARDOWN, PLAY, PAUSE

All other requests must start with “rtsp://” and client should be able to understand
the response format. RTSP is being widely used by many companies and
applications. From the server side, there is a number of implementations. Some of

them are:
1. FFmpeg [19]
2. Quicktime Streaming Server
3. VideoLAN
4. Windows Media Server
5. Youtube

Client side implementations are also being widely used. Some of them are:
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1. cURL

2. Quicktime

3. RealPlayer

4. Skype

5. VLC Media Player

Real time Streaming Protocol is very popular in daily life and it is being used for

streaming in set up boxes and media players as de facto standard.

1.3.4 Real Time Control Protocol

Real Time Control Protocol (RTCP) is designed for a service for RTP. RTP itself is
not a reliable delivery protocol. For this reason, RTCP monitors the quality of service
for RTP.

It has four components [14]:
1. Feedback mechanism for data distribution quality.
2. Granting an ID for each participant.
3. Scaling the control packet mechanism.
4. Session control information.

RTCP has ability to deal with multicast and unicast designs. Unicast designs provide
many abilities including media delivery control and rate control for synchronization.
RTCP uses the same address with the RTP, and packets are delivered via single

session to all clients.
There are several types of RTCP packets [15]:
1. Source description
2. Sender report
3. Receiver report
4. BYE packets

RTCP also provides additional packets, application specific RTCP packets. For a
particular RTP session, if the number of client grows, then RTCP traffic increases

linearly. In this manner, bandwidth of RTCP is considerable. As seen in Figure 6
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below, RTCP feedback messages are sent to each connected node separately. In
this manner, if the number of receivers is too large, RTCP report delays can occur

up to several minutes.

Figure 6. Feedback Architecture in RTCP [16]

1.3.5 Stream Control Transmission Protocol

Stream Control Transmission Protocol (SCTP) is a transport layer protocol and it
offers advanced features unlike TCP over the IP based designs. It has some
common features of UDP and TCP. For example, SCTP uses messages like UDP.

However it provides some reliability features like TCP.

SCTP is a young protocol. However it was handled by RFC and standardized
properly with the aid of IETF [20] [21]. SCTP offers reliable delivery service and it
makes sure that packets are sent to end points without an error. SCTP provides
session based delivery like TCP and the session is kept until the whole transmission
is completed successfully. SCTP also provides advanced features for audio delivery

and audio signaling.
Here are the main features of the protocol [21]:

1. Unicast: SCTP is oriented toward Unicast protocol. It supports the relation

between two peers.

2. Reliable: SCTP can easily detect and correct the problems such as

corruption, out of order sequence and duplication.

3. Message oriented: SCTP is designed message oriented like UDP. However

it grants an implicit structure.

4. Rate adaptive: Similar to TCP, it controls the bandwidth and check the

scalability of transfer.
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5. Multi-stream: This feature divides the stream into small sub-streams to

prevent data loss.

6. Multihoming: If the client has more than one IP address, it enables the
transparent paths to the network. Figure 7 shows the typical structure of
SCTP.

Endpoint A Endpoint B

Transport association

IP network

Primary path

Primary path

Figure 7. Typical Multihoming in SCTP [20]

SCTP is being used in almost all Linux distributions. The protocol is being used for
signaling the networks and IP based signaling for UMTS networks. SCTP delivers
the data to transport layer via messages and divides the messages into small
chunks. Each chunk is identified by a header. Then each chunk is bundled to SCTP

packets in order to submit them to Internet Protocol.

SCTP provides a simple packet structure. Each packet has two sections. Figure 8

includes the packet structure with offset bits:
1. Common header

2. Data chunks
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Bits 0-7 8-15 16-23 24-31

+0 Source port Destination port
32 Verification tag
64 Checksum
96 Chunk 1 type Chunk 1 flags Chunk 1 length
128 Chunk 1 data

Chunk M type Chunk M flags Chunk M length

Chunk N data

Figure 8. Packet Structure of SCTP

1.3.6 Transmission Control Protocol

Transmission Control Protocol (TCP) is a core protocol for Internet Protocol. Unlike
SCTP, it supports byte stream and handles the delivery control with byte numbers.
For this reason, it is called TCP/IP. It provides error checking mechanisms and

consumes more time than UDP.

TCP has a reliable delivery mechanism and it guarantees the delivery of stream to
the end point. It uses positive acknowledgements to deal with the retransmission of
lost data over the network. As seen on the Figure 9, TCP contains two sections:

Header and data where header itself consists of 10 fields.

Offsets Octet 0 1 2 3
Octet | Bit | 0 1| 2| 3| 4| 5 & 7| 8 910/ 11|12|13|14|15/16/17 18 19 20|21 |22 23|24|25 26 27 28 29 30|31
0 0 Source port Destination port
4 32 Sequence number
8 64 Acknowledgment number (if ACK set)
C|E|U|A&|F|R|5|F
12 96 Data offset Rgszwzd ; W|C|R|C|S|5|Y|I Window Size
R|E|G| K H T NN
16 | 128 Checksum Urgent pointer (if TRG set)
20 | 160 Options (if data offsef » 5. Padded at the end with "0" bytes if necessary.)

Figure 9. TCP Header [22]

Source and destination ports are 16 bits which identify the sender and receiver
ports. Sequence number is 32 bits. This field controls the order of packets and helps
to fix out of order problems. Acknowledgement number is 32 bits which controls the
reliability between receiver and sender. Data offset is 4 bits and reserved section is
3 bits. This field is planned to be used for the future. There are 9 flags and each flag

is 1 bit. Window size, urgent pointer and checksum are 16 bits.

TCP has three types of operations [22]:
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1.

Establish a connection: Protocol uses handshake operation to establish a
connection. Before a connection request, a server must listen to a port. After
that, client can make a request. First, client sends SYN to the server. Server
responses with SYN-ACK with a sequence identifier. Finally, client sends
ACK message to the server including the sequence identifier that is received
via SYN-ACK.

Terminate a connection: TCP uses 4 way handshaking to close the
connection. FIN messa